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AHHOTAuusA

HacTosdwmni noKyMeHT npeacraBnsieT coboii pykoBoACTBO No/sb3oBaTens no obecnedyeHuto
MH(POPMaLIMOHHOWN 6e3onacHocCTH NporpaMmMHOro obecnevyeHuns rocyaapCTBEHHOM
MHpopMaunoHHon cuctembl Camapckoi obnactn «Permctp MeanUMHCKUX cnpaBok» (panee -
10, cuctema, MNO «Perucrp MeagnLMHCKNX CrIpaBoK»).

[JOKyMeHT gBnsieTcs 4yacTtbio pabouer gokyMmeHTauum Ha MO «Pernctp mMeanvumMHCKMX
CNpaBoOK>».

3aka3umk: MnHmncTepcTBo 3apaBooxpaHeHns Camapckoin obnactu, r. Camapa.
Ucnonuutensb: Npynna Komnanmin XOCT, OO0 «UK «XOCT», r. EkatepnHbypr.

JokymeHT  «PykoBoacTtso nosb3oBaTens no obecrneyeHuto MHPOPMaLMOHHOMN
6e30onacHOCTM» NpeAHa3HayeH ANnsa BCeX /ML, OCYLUECTBSKWMX KakKyto-nmbo aAesaTenbHOCTb C
nucnosnb3osaHmeM MO «Pernctp MegMUMHCKUX CrpaBoK».
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HporpaMMHoe obecrneueHue «PePMCTp MEeIMUIVHCKHUX CIIPaBOK».

PykOBOICTBO NOJIE30BAaTEJNA IO OOECIeUeHU MH@OpMaHMOHHOﬁ 0es30nacHOCTU

1 BBepeHue

1.1

CNUCOK TEPMMHOB M COKpaLlEeHUN

HeobxoanMble TEPMUHbI, COKPALLEHUs U UX onpeaesieHns OTpaXeHbl B Tabnuue 1.

Ta6amua 1 - CNMCOK TEPMUHOB U COKpaLLEeHUN

TepMuH /

OnpepneneHune
CokpalujeHue
Cneuunannct no o6Cciy>XMBaHMIO KOMMNbIOTEPHOW TEXHUKN, CETU U MPOrPaMMHOIo
AaMUHUCTpaTOp
obecneueHuns (6a3 gaHHbIX 1 MHHOPMALIMOHHBLIX CUCTEM)
APM ABTOMaTM3NpPOBaHHOe pabouee MecTo
AyTteHTudukauma | lpouesypa npoBepku NOATMHHOCTH
YnpasneHue FocyaapCTBEHHON MHCNeKunm 6e30nacHOCTN AOPOXHOIO ABUMXKEHMUS
rmean naBHOro ynpasneHnst MMHUCTEPCTBA BHYTPEHHUX Aen Poccuinckon ®degepaumm no
Camapckoi obnactum
nny JleyebHo-npodurnakTnyeckoe yupexaeHume
ocC OnepauunoHHas cuctema
no MporpamMmHoe obecneyeHne rocyaapCTtBeHHOM MHMOPMALMOHHON CUCTEMDBI
Camapckon obnactn «Permctp MeanumnmHCKnX cnpaBok»
MporpamMMHo-annapaTHbIA KOMMNJIEKC, NpeAHa3HavyeHHbI 418 aBToMaTmM3aumm
C LeneHanpaBneHHON AeATENbHOCTU KOHEYHbIX Nonb3oBaTenen, obecneumsarowmnii (B
ncrema o o
COOTBETCTBUM C 3a/I0KEHHOM B HEro /I0rMkon 06paboTkn) BO3MOXKHOCTb MONYYEHMUS,
MoamMdurKaunm n XxpaHeHna nHdopmaumm
CK3M CpeacTtso kpuntorpadunyeckomn 3awmtbl MHGOpMaumm
CHMUJC CTpaxoBoM HOMep MHAMBUAYAIbHOIO JINLIEBOrO CYéETa

TokeH (Token)

USB-k/tou, ABAAIOLWMIACA NepcoHabHbIM CPEACTBOM ayTeHTUdMKALMM

YOMC

YnpasneHune deaepanbHON MUrpauMoHHOM cnyx6bl no Camapckoi obnactu

aun

DNeKTPOHHO-UNdpoBas NoAnmChb

1.2

MporpamMMHoe
MH(POPMaLMOHHON
MpoLEeCCOB MNPOXOXAEHUS MeAULMHCKOrO0 OCBUAETENbCTBOBaHMUS

denepauuu,

CBepeHmn o cucreme

obecneyeHune
CUCTEMBI

«Peructp MeAMUMHCKUX  CApaBOK»
Camapckon obnactm npegHasHayeHo Ans

rocyapCcTBEHHOM
aBToOMaTM3aunm
rpaxpaHamMmu Poccuickon

MHOCTPAQHHbIMW TpaXgaHaMn W nnuamum 6e3 rpaxgaHctBa B MeANLUMNHCKUX

opraHmsaumnsax Camapckoi obnacrtu.

no
uenen:

«Perncrtp MeouUMHCKUX CrpaBoOK»

npegHasHa4yeHo Ana AO0CTUXEHUA cneayrwnx

1) 2neKkTpoHHOe MOoATBEPXAEHME MNOA/MHHOCTM AOKYMEHTa, yaocToBepsiiowero ¢akT
NPOXOXAEHUS MeAMLUMHCKOro OCBUAETENbCTBOBAHUSA rpaxAaHWHOM Poccuiickon

defepaumn, MWHOCTPAHHbLIM TpaXAaHMHOM WAM  NMUOM 6e3 rpaxgaHcTea W
npoBeAeHnsa NpoBepPKM AOCTOBEPHOCTU MPEACTaB/EHHbIX B HEM CBEAEHWIA;

2) KOHTPO/b  MWCMONb30BaHWA 6M1aHKOB  CTPOrOM  OTYETHOCTU B MeAULMHCKUX
opraHusauusax;

3) opraHuMsauua  MeXBeAOMCTBEHHOro  3/IEKTPOHHOMO  B3aUMOAENCTBMA  Mexay

MUHUCTEPCTBOM 3apaBooxpaHeHuss Camapckon obnactm wm YnpasneHuem [MbAA
naBHoOro ynpasneHus MuHucTtepcTtBa BHYTpeHHUX Aen Poccuinckon depepaumn no
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Camapckon obnactu, mMexay MUHUCTEPCTBOM M YOMC Poccuiickon depepaumm no
Camapckon obnacTu.

1.3 MepeueHb 3KCMJlyaTayMOHHOM AOKYMEHTauum

Ons obwero noHnMaHus v cobnwaeHnsa npoueayp WHOOpMaUMOHHON 6e30MacHOCTU Mpwu
paboTe C CMCTEMOW MOJIb30BaTeN0 AOCTAaTOYHO 03HAKOMUTBLCS C HACTOALWMM AOKYMEHTOM nepes
Ha4vasnom paboThbl.

1.4 CocraB u copgep)xxaHue AUCTPUOBYTUBHOIro HOCUTENS AAaHHbIX

OcHoBHas @YyHKUMOHanNbHOCTb MO «Pernctp MeaMUMHCKMX CApaBOK» npeacTaB/ieHa B
Buae web-umHTepdenca n He TpebyeT YCTaHOBKM Ha JIOKasbHbIA KOMMbIOTEP MNOSb30BaTENS
Kakoro-nmbo nporpaMMHoOro obecrneyeHus.

Ons  nonHodyHKUMOHanbHoOW paboTtbl MO «Perncrtp MeaAUUMHCKUX CNpaBOK» Ha
rnepcoHanbHOM KOMMbKOTEpe nosb3oBaTend AO/KHO ObiTb  YCTAHOB/IEHO W HACTPOEHO
cneumanbHoe nporpamMmHoe obecnedeHue — wmndpoBaneHble (Kpuntorpaduyeckme) cpencrsa,
MCMosib3yeMble A1 aBTOpU3aLMn B CMCTEME U ang co3aaHusa DUIM coobuweruni.

Monb3oBaTens Ao/mkeH wuMeTb USB-kntou, aBASOWMIACAS NepcoHanbHbIM  CPeacTBOM
ayTeHTudunKaumn (TOKEH), a TakKXe aKTyanbHbln cepTudukat KeanuduunmposaHHon L.
JaHHbIn cepTudUKaT BblIAAETCA aBTOPU30BAHHLIM YAOCTOBEPSIOWNMM LIEHTPOM U NOATBEPXKAAET
npuHaanexHoctb JUM K KOHKpeTHOMY nosb30BaTento, YMOJHOMOYEHHOMY Ans paboTbl B
cucTeme.

1.5 Mopspok 3arpy3ku AaHHbIX U NpOrpaMmM, nNpoBepka
paboTocnocobHOCTN CUCTEMDI

3arpy3ka CuCTeMbl, BbINOSIHEHHOMW MO TEXHONIOMNMU <KJIMEHT-CEPBEP», OCYLLECTB/ISIETCS
aBToOMaTuyeckun yepes MIHTepHeT-6pay3ep. [Ana Hadana MHGOpPMaLMOHHOIo gManora 4OCTaTOYHO
yKasaTb ajpec canTa cuctembl (TecTtoBbin Nnbo pabounin cteHA) B CcTpoke agpeca 6paysepa,
nocne 4ero BBECTM WMs NONb30BaTENS M COOTBETCTBYWOWMMA Naponb. B cnyuae
paboTocnocobHocTn MO Ha gaHHOM Wware 6yaeT OTKpbITa CTpaHMLUa aBTOpM3auMn CUCTEMBI.

http://141.0.177.154:8080/ - TecTOBLM CTeHI (MCHNOJL3YyeTCH IJid OByUYeHMUd U

IPOBEPKM PAaBOTOCIOCODHOCTU BEPCUM) .
http://141.0.177.154:6363/ — PaGoumnt creun (B ceru TMC -
http://10.2.22.33:6363/) .

1.6 TlNMopsAAoOK NOAKIIOYEHUNA K CUCTEMe
PYKOBOD,VITenb opraHmsauunnm:

1) O6pawaeTtcs B:

a) M3 CO (YnpaBneHue nnUUEH3NpPOBaHMUSA U KOHTPOJS KayecTsBa) C 3asiBNIEHMEM O
HaAnMuMM y  MEeOMUMHCKOM  opraHmsauuMum  JULEH3WA Ha  npoBedeHue
MeaMLMHCKOro OCBMAETENbCTBOBAHUS 3asBuTenen nm o nogknatodeHun k TMC
PMC;

6) MWAL, pna opraHumsaumm obmeHa UWHQoOpMauMen Mexay nosib3oBaTensamMmm
opraHusaumm m MUAL. O6MeH [0MXKEeH NpoM3BOAUTLCA B KPYrJ0CYyTOYHOM
pexuMme C ucnonbsoBaHMem TMC uAM  3alUULLEHHBIX KaHANMoB CBA3U C
NCNoNb30BaHNEM KpunTtorpadunyeckon 3awmntbl MHGopmaunm VipNet.
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PyKOBOICTBO IOJIb30BaTeJNS IO OOeclledeHM MH@OpMaLU/IOHHOIZ Be3zonacHoOCTHU

3)

MpoBepseT akTyanbHOCTb CBeAeHu 06 opraHnsaumm B «CnpaBoYHMKE OpraHu3aumii
cthepbl 3apaBooxpaHeHus (LPU)». Ecnu ceBeaeHmss 06 opraHusauum HeaKTyaslbHbl
WM OTCYTCTBYIOT, 3anofiHSeT aHKeTy (dopMa aHKeTbl NMpuMBeAeHa TakXe Ha caunTe
MUWAL, no agpecy: http://medlan.samara.ru/node/6141) n obpawaetrcs 8 MUAL| c
3asBneHnemM o6 akTyanusaumm gaHHbix 06 opraHmsauunm.

Obpawaetcas B MUALL c 3asBneHneM O nNpeaocTaB/ieHMM [OCTyna nofb3oBaTtenen
opraHmsauumn Kk N’MC PMC. K 3aaBneHunto npuiaratoTcs:

a) cBeAeHMss O JAO/HDKHOCTHOM Nuue, OTBETCTBEHHOM B OpraHumsauum 3a
ncronb3oBaHme NC PMC (ONO, KOHTaKTHblE AaHHbIE).

6) ceBegeHns o nonb3oBaTtensax MMC PMC. ®dopMma npenocTtaBneHuss cBeaeHumn
npueeneHa B pasgene «llonb3osatenn MC PMC».

MWAL, no npenocCTtaBNeHHbIM CBEAEHMAM O MOSIb30BaTeNSaAX NpU HaNN4YUKU NONOXUTENbHbIX
peweHnt no n. 1-3, ocywecTBNAET perncTpaumio opraHusaumm u MHAMBMAYaNbHYIO HAaCTPOMKY

rMc pPMC.

cUCTeMy.

Mo 3aBeplUeHNO paboT MHMOOPMUPYET OpraHM3aLMi0 O BO3MOXHOCTM WCMOJb30BaTh
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2 O6wme nonoxxeHus

HacToawmin 4OKyMeHT pa3paboTaH B COOTBETCTBMWM C TUMOBbLIM [OSIOXKEHMEM O CUCTEMe
3aWunTbl MHMDOPMALMM B KOMMbIOTEPHbIX W TENEKOMMYHUKALUMOHHbLIX CETAX W onpeaenser
OCHOBHble 06513aHHOCTM W OTBETCTBEHHOCTb Monb3oBateneir MO «Perucrtp MeauMUNHCKUX
CMpaBoOK».

TpeboBaHna pyKoBOACTBa ABAATCA ob6s3aTenbHbIMM A0 BcCex nosib3oBartenen O
«Perncrtp MeauuMHCKNX CrpaBoK».

Llenun obecneveHns nHbopmMmaymMoHHoOM 6e30nacHOCTH:

e  MpeaoTBpalleHNe HEKOHTPOSIMPYEMOro PacrnpoCTpaHEHMS 3alMLAEMON MHbOPMaLMK
B pe3yfibTaTe ee pas3rfnalleHus nosb3oBaTensaMn, HECAHKLUMOHMPOBAHHOIO AOCTyMa K
HEeW W MoNyyYeHus 3awuliaemMon MHMOPMaUUM pasBeaKaMu, KPUMUHANbHLIMU U
KOMMEpPYECKUMU CTPYKTypaMmu;

e npepoTBpalleHMe HECAHKLUMOHMPOBAHHOIO YHUYTOXEHUSA, NCKaXXeHUs, KONMPOBaHUS,
6noknpoBaHus MHpopmaumm B MHOOPMaLMOHHON CUCTEME;

e rpefoTBpalleHue yTpaT, YHUUTOXEHUS uaun cboeB PYHKLUMOHUPOBAHUSA HOCUTENEN
nHdopMaunm;

e cobniogeHne npaBOBOro pexuMa WCMNOoAb30BaHMUSA WHMOPMALMOHHBLIX pPEeCcypcoB W
cuctembl, obecrnedeHne NOJSHOTbI, LUENOCTHOCTW, AOCTOBEPHOCTM UHMOpMaumn B
WHMOPMALIMOHHOWN CUCTEME;

e COXpaHeHMe BO3MOXHOCTW YynpaBneHMsa npoueccoM o06paboTkm M  NoNb30BaHUSA
nHdopMaumnern nonb3doBaTensimMm NHHOOPMaLMOHHON CUCTEMBI.

OnepaTMBHbIA KOHTpPO/SIb 3@ AENCTBUAMW rMofib3oBaTtenenm npu pabote B MO «Peructp
MeaMUMHCKUX CMpaBoOK», MeToAM4Yeckoe pyKoBOACTBO paboToM nosib3oBaTesiei, opraHusaumio
aHTUBUPYCHOrO KOHTpons, yctaHoBky CK3U, MO n cpeacTB aHTUBUPYCHOro KOHTpons Ha APM un
HaCTPOMKY COMYTCTBYKLWMX MNapaMeTpoB OCYyLecTBAseT AAMUHUCTPATOP, OTBETCTBEHHbIN
(ynonHoMo4eHHbIN) 3a obecnedyeHne MHMOPMaUMOHHOM 6e30NacHOCTH.
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3 YcraHoBka CryptoPro CSP

3.1 YcraHoBKa agpa/BepoB PyTokeH

AKTyanbHaa Bepcus ApanBepoB PyToKeH AOCTYMHa AN 3arpy3Ku Mo cneaytollei cebiike:
http://www.rutoken.ru/support/download/drivers—-for-windows/

BaxkHas nHdpopmMaumsa:
e epea HayanoM YCTaHOBKW ApaliBepoOB peKOMEeHAYEeTCS 3aKpbiTb Bce paboTatouwme
NPUIOXeEHUS;
e AN YCTaHOBKMW ApanBepoB HeobxoaAnMbl NpaBa aAMUHUCTPATOpPa CUCTEMBI.
Mpouenypa yCTaHOBKMU:
1) MNepea Ha4dasnom YyCTaHOBKM ApanBepoB pekoMmeHayeTcs OTCOEAMHUTb
naeHTudnkaTopbl PyTokeH ot USB-nopToB KOMMblOTEpa.

2) 3anyctuTe nporpaMMy YCTaHOBKM ApanBepoB PyTokeH W cnepynTte ee yKasaHUsIM.
Ha pucyHke 1 n pucyHke 2 nokasaHbl OCHOBHbIE 3Tanbl paboTbl MacTepa yCTaHOBKM!.

3) Bo BpeMs yCTaHOBKM ApalBepOB MOXeT NoTpeboBaTbCs nepesarpyska KOMMbioTepa
(cM. pucyHok 3).

4) Tlocne nepesarpy3ku KOMMNblOTEpPa YCTaHOBKa 6yaeT MpoAo/KeHa aBTOMaTudecKwu
(CM. pUCYHOK 4 1 pUCYHOK 5).

5) T[ocne okoH4YaHMsA yCTaHOBKW ApanBepoB noacoeaunHuTe maeHtudukatop PyTokeH
(TokeH) k USB-nopTy.

r‘ﬁ Jpaieepu PyToken - ﬁ‘l

Bac npMBETCTBYET NPOrpaMMa YyCTAHOBKH
[paiiepoB PyTOKeH

PYTOKEeH"

MporpamMma ycTaHoBMT [Ipaisepel PYTOKEH Ha KOMOBKOTED.

Ans NpogomHeHNA HEMMATE KHonKy “fanee”.

<Hasan | Hanee> " | Omena

PucyHok 1 - YcraHoBka ApaiBepoB PyTokeH. UHuunanusauua
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rﬁl Apaisepwo PyToken @‘

MporpaMMa roToBa K ycTanoske [lpaiisepos PyToKeH ®
PYTOKeH

HawmMiTe KHOMKY " YCTanosuTe ", 4Tobbl Ha4aTh YCTAHOBKY.

HeapkMiTe KHONKY "OTMeHa" ANA BuIX0Aa M3 NPOrpamMMal,

[¥] Co3znaTs Apneik Maxenu YnpasneHus PyTokeH Ha paboqem cTone

InstallShield

[ < Hazaa ][ )'crmoum'b][ OtMeHa l

PuUcyHok 2 — YcTaHOBKa ApaliBepoB PyTokeH. MpoaosmkeHne

,
ﬂ MNporpamma ycraHosxu [paitsepos Pytoken (—. -

40 Mepea npoaomxeHem HacTpoiiki Rutoken Drivers
‘,0] HeoBX0AMMO NEPEe3arpysuT CUCTeMY. Haxmute
= KHONKy “Aa", yTobbl nepesarpysuTb KoMNbIoTED
ceiryac, mbo kHonky Het”, yTobbl BEINOAHUTL
nepesarpysky No3xe BpyHHYIo.

PucyHok 3 - YcTaHOBKa ApaiiBepoB PyTokeH. lNepe3arpy3ka

rﬁl [Opaiieepui PyToken =

PYTOKeH"®

Ycranoska [lpainsepos PyTtoken

. MNoxanyiicTa, AoKANTECh OKOHYaHWA YCTAHOBKK [lpaiiBepos PyToKeH.
3TO MOKET 38HATL HECKOMLKO MAHYT,

CocTosHue yCTaHOBKM:

InstallShield

/
pa
L
o
B
=
)

-

A

]

PucyHok 4 - YcraHoBka gpaiBepoB PyTokeH. UHcTannsuusa
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r‘_ﬁ! [l paiisepul PyTokeH ﬂ“
PYTOKeH"® NpaiiBepbl PyTOKEH YCTaHOBAEHbI yenewno! ||

MporpaMma yonewHo yoTaHoswnna [paieeps PyTokeH,
Ha#muTe kHomky “ToToB0"™ ANA BEIXOAE M3 NPOrpaMMel.

< Hazan CrrmeHa

PUcyHoOk 5 — YcTaHOBKa ApaiiBepoB PyTokeH. OKOHYaHue MHCTaNALumn

3.2 YcraHoBka Kpuntollpo CSP

Ecnu Ha Bawem KoMnbloTepe yxe ycTtaHoBneHo Kpuntollpo CSP, To ycTraHaBimBaTb ero
eule pas He TpebyeTtcs.

Mpoueanypa ycrtaHoBku Kpuntollpo CSP:

1) Mepengnte Ha guck ¢ auctpubytneom Kpuntollpo CSP.

2) 3anyctute yCTaHOBKY nporpammbl (dainn default ru). OTKpoerca @dopMa,
npeacTtaB/ieHHas Ha pUCyHke 6.

3) Bo Bcex nocneayowmnx OKHax HaXxXMuTe Ha KHonky Aanee.

rﬁ! ¥cranoeka "Kpuntollpo CSP" uﬂ

BacC NpHBETCTBYET NPOrpaMMa yCTaHOBHH
"KpunTolpo CSP (KC1)"

MporpaMMa BeINONHWT yCTaHoBKy KpunTolpo CSP™ Ha
KOMMEKOTEP. [NA MPOLOMKEHHUA HEKMUTE KHoNKY ~danee”,

MPEAYTIPEX AEHWE: LaHHaA NporpaMmMa 3allMILEHE SaKOHAMK

Hn““'l'ﬂ“un [ Ho o off ETOPCKIK NPABEX W MEHAYHAPOAHEIMA COMNALEHUAMM,
3.6

< Hazan E Hanee > i[ OTMeHa

PucyHok 6 - YcranoBka Kpuntollpo CSP. UHnunanusauusa
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4) B okHe BesonacHoctb Windows (CM. pWUCYHOK 7) BbINOMHUTE cCreaytouwme
OEeNCTBuSA:
a) [locrtaBbTe ranouky B none «Bcerpa nosepsaTb nporpaMMHOMY obecrnedyeHuto
«Crypto-Pro».
6) HaxMunTte Ha KHOMKY YCTaHOBUTDb.

s Ta— - R
[+-] Besonacrocts Windows ﬁ

YcTaHoBWUTE NporpammHoe ofecnedyedne AnA AaHHOTO YCTpORCTBa?

. WMms: Kpunrellpe CucTemHble ycTpoicTea
| L Wzgatent: Crypto-Pro

e

YcTaHOBUTE ][ He ycTaHaenweatk

€rAa AOBEPATE NPOrPamMMHONMY 0BeCreueHnio |
rypto-Pre”,

&) Chnepyet ycTaHasnneaTs NPOrpamMMHoE 0BECNEYEHNE TOABKD TEX M3AATENENR, KOTOPBIM MOXHO AcBepaTE. Kak
¥2HaTh, K3KOE NPOrpamMmMHOe obecneyeHine AnA YCTPORCTE MOoXHO GE30N3cHO YCTaHOBUTE?

PucyHok 7 — YcrtaHoBka Kpuntollpo CSP. BezonacHoctb Windows

5) MNocne oKoH4YaHWs YCTaHOBKMK (CM. PUCYHOK 8) HaXXxMuTe Ha KHoMnKy FoTtoBo.

r A
_Ej] Ycranoeka "Kpuntollpo CSP" &

Mporpamma ycravosku "Kpuntollpo CSP"
3aBeplueHa

YcraHoska Kpuntolpo CSP” ycnewHo 3asepwena. HaxmmTe
KHONKY “T0TOBO" Ans BbiX0Aa M3 NPOrpaMMbl.

Kpuntolipo CSP
3.6

A

PucyHok 8 - YcraHoBka Kpuntolpo CSP. BesonacHoctb Windows

6) Tocne ycraHoBkM pekomeHayeTcss HE nepesarpyxaTb KoMnbioTep npu TpeboBaHuu
MO (cM. pucyHok 9), a AONOAHUTENbHO YCTaHOBUTL niarnH ang UM (cm. n. 3.3).
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“}% Ceeaexma o nporpamme ycrasoskn "Kpuntollpo CSP d

" I TpeByeTcA nepesarpyska cMcTeMel. HawmuTe kHomky “Aa”,
Y yTolkl NEPE3ArpYSMTE KOMNBHOTED Ceityac, nubo kHonky Het™,
YToBbI BEINOMHATE NEPE3EMPYSKY NOSKE BPYUHYIO.

0' [nR y4eTa M3MEHEHMI B HacTpoltkax KpunTallpo CSP
|

N

PucyHok 9 - YcraHoBka Kpuntollpo CSP. Nepes3arpy3ka

3.3 YcraHOBKa M HacTpouka nnaruHa Kpunrtolpo 3LN
OnuncaHne onepaumini No yCTaHOBKE M HacTpomke niarnmHa Kpuntollpo DUM:

1) MNepenante Ha anck c anctpnbytnsom Kpuntollpo CSP.

2) 3anyctute ycTaHoBky nnaruvHa (dain cadesplugin.exe). YcTaHoBka 6yaer
nponsseneHa aBTOMaTUYECKMU.

3) B okHe Kpuntolpo UM Browser plag-in HaxxMuTe Ha kHonky OK.

Kpuntolpe 3UMN Browser plug-in Lth

Kpuntellpe 3UM Browser plug-in ycnewHo ycTaHoBAEH,
Ana koppektHoi paBotel Kpuntelpe 3UMN Browser plug-in HeoBxogumo
nepesanyctuts Bpaysep.

b

PucyHok 10 - YcraHoBka nnaruHa Kpuntolpo 31N

4) YTo6bl MepenTM Ha CTpaHuUy HacTpoek nnarnHa Kpunrtollpo 2SUIMN, BbINONHUTE
Myck —> KpunTtolpo —> Hactpoiiku UM Browser plag-in. CooTBeTCTBYOLW M
MHTepdelnc cTpaHuubl 6pay3epa npeactaBneH Ha pucyHke 11.

5) Onsa pa6otel Kpunrtollpo 3L Browser plag-in Ha kakoM-nnbo cante gobaBbTe ero B
AOBEpPEHHbIEe Y3/bl HA CTPaHULLE HACTpoeK niarnHa (CM. pUCcyHoK 12).

I'Igmaeqa:-me! Ona II0 «PermcTp MEeIMUMHCKMX CIOPaBoOk » »nobaBbTe COOTBETCTBYOUMUM
ampec cepBepa M NOPT CUCTeMEl, HanpuMep: 141.0.177.154:8080.

6) [locne npoBeAeHUss BCEX HACTPOEK nepesarpysnTe KOMMbITEp.
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Hactpoiikn Kpuntollpo DIIII Browser Plug-in

CrHcox HaIEHHEX V3I0B, KOTOPEE He IPHIHHAT Bpe/l BalleMy KOMIBIOTEPY H JaHHBIM.
nsa zagannex 2eo-vaaoe Kpanrollpe 31T Browser Plug-in He OvaeT TpeOOBaTE NOATESPAICHHA
11071530BATENE [IPH OTPEITHH XPAHHTHINA CePTHHHKATOR, CO3JAHNH IIOINHCH HIH PaclIH(pORAHHE COODIIEHHS.

Ilpn gobaBIeHAH Be0-V31a B CIIHCOK HAJS#HHEIN. BEL JO/DKHEL OBITE VEEPEHEL 9TC BEO-CKPHIITEL
3ArpYV:HeHHEIE HIH 2aMVINEHHEIE ¢ JAHHOTO BeD-V2TA, He MOTYT HAHECTH Epe] KOMNBIOTEPY HIH JAHHEIM.

JodaBHTE VaeT

http:/leryptopro.ru

CIHCOK JoBepeHHSIX VII0B:
Yaanute

CoxpaHuTh

PucyHok 11 - HacTpo#ka nnarmHa Kpuntolpo 34N

Hactpoiikn Kpunrollpo SIIII Browser Plug-in

Crncok HageAHBX V3I0B, KOTOPEE He IPHYHHAT Bpe]l BallleMy KOMIBIOTEPY H JaHHEIM.
Ina agaussx Bed-viazoe Kpunrollpo 3III Browser Plug-in me 0yaeT TpedopaTts IogTEEpAIEHHAL
MOIE30BATENA IPH OTPEITHH XPAHHIHING CePTHOHKATOR, CO3TAHNE MoINHCH HIH PACIIHPPOEAHEH COOOMISHHA.

Tlpn gobaenenn Be0-V2Ia B CIHCOK HAJS#HEIX. BEL JO/DKHE] OBITE VESPEHEL 9T0 BEO-CKPHITEL
3ArpY/AeHHEIE HIH 3alyINeHHEE ¢ JaHHOTO BEO-V31a. He MOTYT HAHECTH Bpell KOMOBIOTEPY HIH JAHHEIM.

JoGaBHTE Viem
http:/1141.0.177.154:8080 _ HoBasute

CrHcoK JOBEPEHHELN V308
http://141.0.177.154:8080 __ Ypanuts

CoXpaHuTh

PucyHok 12 - Hacrpoiika nnarmHa Kpunrtolpo SUIM. MpoponxeHue
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4 O6ecneueHme nHpopMaLUMOHHOU 6e30NacHOCTH

Monb3oBaTento no «Perunctp MeaANLUMHCKNX CrpaBoOK>» yCTaHaB/MBalOTCA
COOTBETCTBYIOLWME €ro MoSIHOMOYMAM aTpubyTbl ynpaBsieHUs AOCTYNOM K MH(OPMaLMOHHbIM
pecypcam.

HayanbHOM npoueaypon ynpaBneHuss peructpaumen nonb3oBaTtenen MO «Peructp
MeAVMUMHCKMX CNpaBOK» B CUCTeMe sIBNAeTCca npoueaypa asTopusauun. Kaxagomy
nonb3oBatento  AAMWHUCTPATOPOM NO  MHGOPMaUMOHHOM  6e30MacHOCTM  Ha3HauvalTCsH
nepcoHanbHbIn naeHtTudunkaTop (nornH: CHUJIC-koa JIMY) n cooTBETCTBYOLWNI Naponb.

B npouecce askcnnyatauum [O «Pernctp MeAMUMHCKUMX CrpaBoOK» YCTPOWMCTBA
oTobpaxeHus n BbiBoga MHMOpMaUMn (ANCMAEN, MPUHTEP) AO/KHbI YCTAaHABINBATLCA C YYETOM
WUCK/TIOYEHMNSA HECAHKLMOHMPOBAHHOINO A0CTyNa K BbIBOAMMOM WHdOpMauMM nuuamu, He
UMELWMMN K Hel COOTBETCTBYHWLWEro Aonycka. B cnyyae HEBO3MOXHOCTU BbINOSIHEHUS
yKasaHHbIXx TpeboBaHWIA MO pasMeweHU0 TeXHUUYECKUX CpeacTB AO0/KHbl  NMpUHUMATbCS
AOMONHUTENbHbIE OpraHM3aunoHHble " TeXHU4eckmne mMepbl no NCKOYEHNIO
HEeCaHKLMOHMPOBAHHOIro A0CTyna K MHdopMaumn. N3mMeHeHne mecTa pacrnosioXXeHUsi OCHOBHbIX
TeXHUYecknx cpeacts 6e3 cornacoBaHms ¢ AAMUMHUCTPaToOpoM Mo WMHMOPMaUWMOHHOWM
6e3onacHOCTM 3anpeLleHo.

B npouecce 3skcnnyatauum [0 «Perncrtp MeAWMUMHCKUMX COpaBOK» AO/XKHO ObITb
obecrneyeHo HenpepbiBHOE PYHKLMOHMPOBaAHME YCTaHOBJIEHHbIX CPEeACTB 3awmTbl MHbOpMaumu
OT HECAHKUMOHUPOBAHHOIoO A0CTyna U aHTUBUPYCHOIoO nporpaMMHOro o6ecr|et-|eHV|;|; AOJIXHbI
MCNoJ1b30BaTbCA UCK/KOYUTENIbHO WTATHbIE TEXHUYECKNE CPEACTBA.

BHeceHve nonb3oBaTeNeM CaMOCTOATE/IbHbIX WM3MEHEeHWI W B annapaTHO-NMPOrpaMMHY0
KoHpurypauuto MO «Perncrp MeaMUMHCKNX CNpaBOK» KaTEropmyeckn 3anpeLLeHo.

CpeacTtBa 3aWmThbl, Ucnonbayemble B MO «Pernctp MeamumMHCKMUX ClpaBoK> :

¢ CK3U «Kpuntollpo JSP>» - cpeaCTBO KpunTorpadumyeckon 3awimTbl MHOpMaUUn,
peanusylolwee poccuickme Kpuntorpaduyeckune craHaapTbl, pa3paboTaHHoe B
cooTBeTCTBUK co cneundukaumnen JCA;

e USB-TokeH - KOMMNaKTHOe YCTPOWCTBO, MpeaHasHadeHHoe Ans obecneyeHus
nHdopMaunMoHHON  6e30MacHOCTM  NOSb30BaTeNsd, TaKXe  MCMNonb3yeTcd  4ns
naeHtudmkaumm  ero  Bnagenbua, 6esomacHoro yganeHHoro  gocryna K
WHMOPMALMOHHBIM pecypcaM M T.4. Kak npasuno, 370 ¢duU3M4YeCKOe YCTPOWUCTBO,
NCNONb3yeMOe A/ YNPOLLEeHUS ayTeHTUdUKaunm.

TunoBon nopsiaok paboTbl nosb3oatens B MO «Perncrtp MeANUMHCKUX CAPaBOK» C TOUKMU
3peHunst 6e3onacHOCTM nHdopMaunm:

1) MNepean Hauvanom o6paboTkn uUHGOpMauMn nonb3oBaTenb 06s3aH ybeanTbCa B
OTCYTCTBUM B MOMELLEHUN MOCTOPOHHUX JSINL, @ TakXe B TOM, YTO CpeacTBa 3alunThbl
BKJIIOYEHbI 1 paboTOCNOCO6H®I.

2) OcyuwecTtBntb BXx0oa B 1O «Perncrtp MeaAMUMHCKUX CNpPaBoOK», WUCMOJIb3ys JIMYHbIE
nAeHTUPUKATOP 1 Naposb.

3) Nocne okoH4yaHusa paboTbl B MO «Pernctp MeAMUMHCKUX CApaBoOK» MNOJsib30BaTesb
0643aH NpoM3BeCTU NOMHOE BbiktoUeHne APM.
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5 TNpaBa n 06513aHHOCTHU NoOJib30BaTens

Monb3oBaTtenb MO «Perncrp MEANMLMHCKMX CNpaBoK» ans obecnevyeHnss MHPOPMaLUMOHHOMN
6e3onacHOCTM Npu ncnonb3oBaHmn B pabote APM OBA3AH:

1)

2)

3)
4)
5)

6)

3HaTb M cobntogatb TpeboBaHUA HACTOSILWEro AOKYMEHTa M APYrMX AOKYMEHTOB MO
MHdopMaunoHHon 6esonacHocTn npu pabote ¢ APM (B ToM u4ucne TpeboBaHus
OpraHM3auMOHHO-TEXHUUYECKMX U  pacrnopsiauTesibHbiX AOKYMEHTOB B obsactu
3aLnTbl MEPCOHasIbHbIX AAaHHbIX), UMEOLWNM AOCTYN K MH(MOPMaUMOHHbIM pecypcaM
MO «Pernctp MeauuMHCKNX CpaBoK» U / unn MIHTepHeT;

3HaTb M yMeTb WCMoNb30BaTb anmnapaTHo-nporpaMMHoe obecneyeHne, KoTopoe
ycTaHoBNeHo Ha ero APM, a TakXe CTpPoro BbIMOMHATb MpaBuna paboTbl CoO
CpeAcTBaMu 3almThbl MHOPMALIMK, YCTAHOBMNEHHBLIMU Ha HUX;

3HaTb WTaTHble pexunMbl paboTbl MO «PerncTp MeaMUMHCKMX CNpaBoK> ;
MOMHUTb IMYHbIE NAPONU N NAEHTUDUKATOPLI NGO XPaHUTb UX B TallHE;
BbInonHATL TpeboBaHMS NO aHTUBUPYCHOMY KOHTPOSIIO:

a) B npouecce paboTbl 06sA3aTeNbHOMY aHTUBUPYCHOMY KOHTPOJSIIO MNOANEXUT
mobas mHdopmaumsa (TekctoBble dannbl Ntobbix dopmaToB, danabl AaHHbIX,
NCMOJIHSEMbIE dannebl), nony4yaemas n nepegasaeMas no
TENEeKOMMYHUKALMOHHBIM KaHanaMm, a Takxe WHdopMaumsa Ha CbeMHbIX
HocuTensax (USB-yctponcteam, CD-ROM wu T.n.). PasapxuBupoBaHue w
KOHTPONb BXoaswen wnHdbopmMaumm [OMKHbI NPOBOAUTBCA HenocpeacCTBEHHO
nocne ee npumema. KoHTposb mcxoasiwen mHbopMaumn AO/MKEH NMPOBOANTLCS
HenocpeaCTBEHHO Mepes apxXMBMPOBAHMEM U OTMpaBKoOW (3anmMcbld  Ha
CbEMHbIN HOCUTENDb).

6) YcraHaBnuBaemoe (M3MeHsieMoe) Ha APM nonb3oBaTtens NporpaMMHoe
obecneveHne p[omkHO ObITb NpeaBapuTESIbHO MPOBEPEHO Ha OTCYTCTBME
BMpYyCcOB. HemnocpeacTBeHHO Mocne yCTaHOBKM (M3MEHeHWs) MporpaMMHOro
obecneyeHns Ha APM nuuoM, yCTaHOBUMBLIWMM (M3MEHUBLUMM) MpPOrpaMMHoe
obecneveHne, B MpUCYTCTBUM Monb3oBatens win AAMWHUCTPATOPOM MO
MHMOpMaLMOHHON 6e30nacHOCTM A0/KHA ObiTb BbIMOSIHEHA aHTUBUPYCHAas
nposepka.

B) Mpn BO3HMKHOBEHUMW MNOAO3PEHUS HA HaJMuMe KOMMNbIOTEPHOro BUpyca
(HeTunuMyHaa paboTta nporpamMm, nosABNEHNE TrpadPUUEecKnx U 3BYKOBbIX
3(pdheKkToB, WMCKAXEHWUI [aHHbIX, MnponagaHne dannoB, 4acToe MnosAB/EHMNE
CO0b6LWEHNN O CUCTEMHbIX OWKNBKax 1 T.M.) NoNb30oBaTeNlb CAMOCTOSATENbHO UK
BMecTe € AAMUHUCTPATOPOM MO MHMOpMaUMOHHOM 6e30MacHOCTM AOJIKeH
NpoOBEeCTN BHeEoYepeaHOW aHTUBUPYCHbIN KOHTPOSb cBoero APM.

r B cnyyae o6HapyxeHus (Npy nNpoBeAEHUU AHTUMBUPYCHOM MPOBEPKMN)
3apaXKeHHbIX KOMMNbIOTEPHLIMU BUpPYyCaMn (aiinoB nosb3oBaTesb 0653aH:

I) NpMOCTaHOBUTb paboTy;

II) HeMeaneHHO nNOCTaBUTb B W3BECTHOCTb O ddakTe obHapyXeHus
3apa)xxeHHblX BUpYycoM ddannos AaMUHUCTpaTopa MO MHGOPMaLUMOHHOM
6e3onacHOCTKN, BNajenbla 3apaxXeHHblX (annoB, a TaKXe CMEeXHble
noapasaeneHus, ucnonb3ytowme 3tn darinel B paboTte;

III) npoBecT NeyeHne UAn YHUUYTOXEHME 3aparKeHHbIX dhalrnos.

MpucytcTBoBaTh Npn paboTax NO BHECEHUIO U3MEHEHWI B annapaTHO-MporpaMMHYyO
KOHbUrypaumio 3akpensieHHoro 3a HuM APM;
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HemeaneHHO Bbi3biBaTb AAMWHUCTpaTOpa Mo MHGOPMauMoHHOK 6e30macHOCTU npu
NOAO3PEHMN KOMMPOMETAUUM JIMYHBIX MNaponen uanM wux yTepu, a Takxe npu
obHapy>XxeHuu:

a) HapyuweHun LenocTHoCTU NAoM6, HakKeek Ha annapaTHbIX cpeacTBax APM mnnu
MHbIX (PaKTOB COBepLLUEHUSA MOMbITOK HECAHKLMOHUPOBAHHOIo AocTyna K APM B
OTCYTCTBME MoJSib30BaTenNs;

6) HecaHkuMoHMpoBaHHbIX (NpOM3BEAEHHbIX C HapyleHMeM YCTAaHOBIEHHOMO
nopsaka) W3MEeHeHUM B KOHdUrypaumm nNporpaMMHbIX WAWM anmnapaTHbIX
cpeacts APM;

B) OTK/IOHEHM B HOpPMasibHOM paboTe CUCTEMHbIX U MPUKAAA4HbLIX MPOrPaMMHbIX
CpeacTB, 3aTpyaHsooWMx 3Kkcrnsyatauuto  APM, Bbixoga M3  CTpod WM
HEeYyCTOMYMBOro  (pyHKUMOHMpOBaHUS y3r0B APM  wunn  nepudepuitHbix
yCTPOMCTB (AUCKOBOAOB, NPUHTEPA U T.M.);

r) HenpepnycMmoTpeHHbIX dopmynsapom APM oTtBofoB kabenenm v NogKIOYEeHHbIX
YCTPOWCTB;

a) Mpounx ¢akToB HapyweHus TpeboBaHWIA WHCTPYKUMIA MO obecnevyeHunto
3aWmnTbl MHPOPMaL UK.

Monb3osaTtento MO «Pernctp MeanUMHCKUX cnpaBok» kaTteropunuyecku 3AMPELWAETCA:

1)

2)

3)

4)

5)

6)

7)

8)

9)

10)

11)

12)

Ncnonb3oBaTb KOMMOHEHTbI MPOrpaMMHOro0 M annapatHoro obecneyeHuns APM B
HecnyXebHbIX uensx.

CaMOBONIbHO BHOCUTb Kakme-nmbo un3MeHeHMs B KOHdMUrypauuto annapaTHo-
nporpamMHbix cpeacte  APM  unm  ycTtaHaBnimBaTb  AOMNOJHUTENbHO  Ntobbie
nporpaMmMHble 1 annapaTHble CpeAcTBa, He npeaycMoTpeHHble dopMmynsapamu APM.

OcTaBnaATb BKOUYEHHbIMM 6e3 npucMmoTpa cBoe APM, He aKTMBMpOBaB CpeacTBa
3aWnTbl OT HECaHKUMOHWPOBAHHOIo A0CTyrna (BpeMeHHYylo 6/10KMPOBKY 3KpaHa u
KnaBuaTypbl), €CNn TaKoBblE UMEIOTCS.

OctaBnate 6e3 nn4yHOro npucMoTpa Ha pabouyem Mecte wnu rae 6el TO HKM 6bLIO
MalWKWHHbIE  HOCUTENM M pacnedyaTtku,  coaepxawume  KOHPUAEHUMaNbHYIO
MHpOopMaUuto.

OcywectBnatb 06paboTky KOHUAEHUManbHOW UHPOpMauMn B MNPUCYTCTBUMU
MOCTOPOHHUX (He AONYLEHHbIX K AAaHHOM MHdopMauun) nuy,.

OcywectBnatb 06paboTky koHduAeHUManbHON MHMDOpMaUMM Npu MNOAKIHOYEHHOM
APM k cetn NHTepHeT.

3anucblBaTb W XpaHUTb KoHbUAEHUMaNbHY UHPOPMaUMio Ha HeyUYTEeHHbIX
HOCUTENAX MHOpMaLMN.

Pasrnawartb cBeAeHUs O nMpUMEHsieMblXx cpeacTtBax 3awmTbl 0O «Perunctp
MEeAMUMHCKUX CNpaBoOK» W coAepXaHue [AOKYMEHTOB fiMuaM, He WMEKLWUM
OTHOLLEHWNS K NPOBOAUMBIM paboTaM.

Ncnonb3oBaTb Y4TeHHble ChyXebHble MalWHHbIE HocuTenn uHdopMaumn Ans
XpaHeHus nHdopMaunm, He nMerL et OTHOWEHNS K BbINOMHAEMbIM paboTaM.
dukcmpoBatb Ha AO6bIX HOCUTENSAX MEepPCOHanbHbIA MNapofib WM MNepCOHasnbHbIN
naeHTudmKaTop, nepegasaTb €ro CTOPOHHUM nLAM.

MpoBoanTb 06paboTky mHdbopmaumm B MO «Pernctp MeaAMUMHCKUX CApaBOK» Mpu
HepaboTOCNOCOBHLIX MMM OTKOYEHHbIX CPeACTBaX 3alMTbl MHDOPMaLMK.
MpeanpuHUMaTb MOMbITKW  HECAHKUMOHWMPOBAHHOINO A0CTyna K HeAOCTYMHbIM

VIH(bOpMaLI,MOHHbIM pecypcawm, OCYLLECTBNATb HaMepeHHOoe N3MEHEHUNE,
YHUYTOXEHUNE, UTEHNE, NN NEpPpENAYY VIHCbOpMaLI,VIVI HEABTOPU30OBAHHbIM cnocobom.
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13)

14)

15)

YMbIWNEHHO MCMOJIb30BaTb HEAOKYMEHTUpPOBaHHble CBOWCTBA W owKnbkn B
nporpaMMHoM obecneyeHnun MnM B HACTPOMKax CPeACTB 3aliuTbl, KOTOpble MOryT
MPUBECTU K BO3HMKHOBEHUIO KPU3UCHOM cuTyaumm. 06 obHapyxeHmn Takoro poga
OWKNBOK TpebyeTcss HeMeANeHHO CTaBUTb B W3BECTHOCTb AAMMHUCTpaTopa Mo
MHpOpMaUMOHHON 6e30MacHOCTM.

PazpabaTtbiBaTb M/ WM UCMOMb30BaTb MPOrpaMMbl, C MOMOLLbIO KOTOPbIX MOXHO
NoslyYnTb HECaHKLMOHMPOBAHHbIN AoCTyn K MO «Peructp MeaAMUMHCKUX CNpaBoOK».
PaspaboTka M MCMNONb30BaHWE TakKMX MpPOrpamMm KBaMDULMPYETCS KaK MoMbITKa
npeaHaMepeHHOro HeCaHKLMOHMPOBAHHOMO A0CTyNa K 06pabaTbiBaeMbIM laHHbIM.

N3MeHATb unn TupaxunposaTth MO «Pernctp MeANLIMHCKUX CNPaBOK».

Monb3osaTtenb MO «Pernctp meanumHckmnx cnpasok» nMmeet NMPABO:

1)

2)

3)

Mcnonb3oBaTbh WTaTHble MporpamMMHo-annapaTtHble cpeactea [10  «Peructp
MeaMUMHCKUX CNpaBoK» Ans peweHns npodeccMoHanbHbIX 3a4ad.

JaBaTb AgMuHUCTpaTopy nNO MHAOpPMaUMOHHON 6e30MacHOCTM NpeasioXKeHns no
COBEpPLUEHCTBOBAHMIO Mep MHPOPMaUMOHHOM 6e30MacHOCTH;

Ob6pawaTbcs K AAMMHUCTpaTopy No MHdopMaumMoHHOW 6e30nacHOCTU ANs OKa3aHus
HeobxoaMMON TEXHMYECKON N METOA0/I0MMUYECKON NMOMOLLM B CBOEN paboTe.
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6 OTBeTCTBEHHOCTb NOoJZib30oBaTens

Monb3oBaTtenb [0 «Pernctp MeaAMUMHCKUMX CNpaBoOK» HeCeT mMnepCoHasibHYIO
OTBETCTBEHHOCTDb 3a ob6ecneueHne nHpopMaLunMOHHON 6€30MacHOCTH.

Monb3oBaTenb oOTBe4yaeT 3a cobniogeHne npaBwn  akcnayaTaumm MO «Peructp
MeAVUMHCKUX CMpaBoOK», COXPaAHHOCTb MHMOPMaUUK, AOKYMEHTOB W 3/IEKTPOHHBLIX HOCUTENen
MHpOpMaUnn, C KOTopbiMK OH paboTaerT.

[Monb3oBaTenb HECET NepCoHaslbHY0 OTBETCTBEHHOCTb 3a:

1) CobniogeHne ycTtaHOBNEHHbIX TpeboBaHun no 6e3onacHOCTM wHdbOpMaunm npu
06paboTke, KoNMpoBaHUN (YHUUTOXEHUWN) NEPCOHANbHbIX AAHHbIX.

2)  Wcnonb3oBaHUE Hey4YTEHHbIX 3NEKTPOHHbIX HOCUTeNe MHdopMaLmu.

3) HecobntoaeHve npaBu WUCMOMb30BAaHUS 3NEKTPOHHbLIX HoOcUTenen WHdopMauum,
NOCTYMaLWNX U3 CTOPOHHMX OpraHn3aumi.

4) MpaBMABHOCTbL W MNOMHOTY BbIMNOJHEHUSA Uenen, 3ajady, GyHKUMR, npaB w
0693aHHOCTEN, BO3/T0XXEHHbIX Ha Hero.

5) CoOXpaHHOCTb CBEAEHWUI OrpaHUYEHHOro pacnpoCTpaHeHWss B COOTBETCTBUM C
TpeboBaHMUSAMM 3aKOHOAATENLCTBA B 06/1aCTU 3aLMUThlI NEepPCOHANbHbIX AAaHHbIX.

6) BbinonHeHue ykKasaHuiA AAMUHUCTPATOpa NO WHQOpMaUMOHHOM 6e30MacHoCTH,
kacawowmxca pabotel B MO «Pernctp MeAMUMHCKMX CNpaBOK» W 3alUuThbI
WHdopMauunn.

7) ObecneyeHne COXpPaHHOCTM WM HepasriaweHue CBeAeHUW O naposibHon 3awmte MO
<<PeFVICTp MEANLUMNHCKNX CMNpaBOK>»;

8) CobnwaeHune TexHonormm obpaboTkm 3awmwaemon uHoOpMaumm, HEU3MEHHOCTb
ycnosuii obpaboTtku wuHdbopMmaumm (pasMeweHre Wu/ WAKM COCTaB TEXHUYECKUX
cpeacts 06paboTkm m 3awmTbl MHMDOPMaLMM, COCTAB MCMOb3YyEMOro NpPoOrpamMMHOro
obecrneyeHunss) B COOTBETCTBUM C OPraHM3auMOHHO-TEXHNYECKOM AOKYMEeHTaumen Ha
MO «Pernctp MeauLMHCKNX CMPaBoOK>»;

9) HewucnonHeHue WM HeHaanexaliee McrnosiHeHne ob6s3aHHOCTEN, NpeayCMOTPEeHHbIX
HaCTOSIU.leﬁ MHCTDYKLlMeVI, B npegenax, YCTaHOBNIEHHbIX 3aKOHOAATE/IbCTBOM
Poccuiickon ®epepaumn, a Takxke 3a gencreusa (6es3nencrems), Hapyllaoowme npasa
M 3aKOHHbIE MHTEPECHI rpa>xXgaH n ropnandeckmnx nuy,.

Bbiaep)XKu U3 ctaTte YronoBHoOro kogekca Pod:

Cratbss 183. He3akoHHOe riojlydeHune U pasr/ialleHne CBEAEHMI, COCTaBaSIOLNX
KOMMepYEeCKYo nin 6aHKOBCKYIO TakHy.

e CobupaHue cBefeHNIN, COCTaBAAOWMX KOMMEPYECKYO UK BaHKOBCKYIO TalHy, nyTeM
NOXULLEHNS AOKYMEHTOB, MOAKYMNa MAW Yrpo3, a paBHO MHbIM HE3aKOHHbLIM CNOCO60M
B Uensax pasrnaweHus numbo He3aKOHHOro MWCNosb30BaHUA 3TUX CBEAEHUA —
HakasblBalOTCA LWTpadoB B pasMepe OT CTa A0 ABYXCOT MUHMManbHbIX pa3MepoB
onnaTbl Tpyaa unn B pasMmepe 3apaboTHON nnaTbl MAM MHOMO A0X0A4a OCYXAEHHOro 3a
nepuoa OoT 04HOro A0 ABYX MecsueB nnbo nuweHneM csoboabl Ha CpoK A0 ABYX NeT.

e HesakoHHble pasrfalweHne WM WUCMOSb30BaHME  CBEAEHUW,  COCTaBSOWMX
KOMMepUyecKy nnu 6aHKOBCKY TalHy, 6e3 cornacus ux BnajenbleB, COBepLUEHHble
M3 KOPbICTHOMN WAM WMHOW JINYHOW 3aUHTEPECOBAHHOCTU WM MPUUYUHUBLUME KPYMHbIN
ywep6, — HakasbiBaeTcs wWTpadoM B pa3Mepe OT ABYXCOT A0 MNATUCOT MUHMMasbHbIX
oknagoB onnatbl TpyAa wWanM B pa3Mepe 3apaboTHOM nnaTbl WMAM MHOFO Aoxoaa
OCYXAEHHOro 3a nepmoj OT ABYX A0 MATM MecaueB NnMbo nuiieHnem cBoboabl Ha CPoOK
[0 Tpex neT co wrpadoM B pa3Mepe A0 NATUAECATU MUHMMANbHbLIX pa3MepoB OMnaThbl
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TpyZa UanM B pasMepe 3apaboTHOM NaaTthl UM MHOIO A0XO[a OCYXAEHHOMO 3a nepuoj
[0 ofHOro Mecsiua n1nbo 6e3 TakoBoro.

Cratbs 272. HeripaBoMepHbINA AOCTY M K KOMIbIOTEPHON MHBOPMAaLINN.

e HenpaBOMEpHbLIN AOCTYN K OXpPaHAEMOW 3aKOHOM KOMMbKTEPHOM MHMOPMauMu, TO
€CTb MH(OpMaLMM Ha MALWIMHHOM HOCUTENEe, B 3N1EKTPOHHO-BbIYUC/INTENBbHOM MallMHE
(3BM), cucteme 3BM unam umx cCeTW, eCcnm 3TO AesHUE MOBMEKN0 YHWUUYTOXEHMue,
6noknpoBaHue, mogudukaumio nMbo KonnpoBaHme MHGoOpMaumn, HapyweHmne paboTbl
2BM, cuctembl OBM unm nx cetm, — HakasbIiBalTCa wWTpadoM B pa3Mepe OT ABYXCOT
A0 MATUCOT MWHUMaNbHbIX pa3MepoB onnaTbl TpyAa wan B pa3Mepe 3apaboTHoM
niaatbl WIN MHOMO 40OX0Aa OCYXAEHHOro 3a nepuoa OT ABYX A0 NsATM Mecaues, 1nbo
ncnpaBuTesnbHbIMM paboTaMM Ha CPOK OT LWeEeCTU MecsiueB A0 OoAHOro roga, nmbo
nvweHnem csoboabl Ha CPOK A0 ABYX feT.

e To e p[esiHMe, COBeplleHHOEe rpynnon nvu No npeaBapuTENbHOMY CroBopy WU
OpraHu3oBaHHOM rpynnon nmbo NMUOM C MWCNOb30BAaHUEM CBOEro CnyXebHoro
MOSIOXKEHUs, a paBHO MMewWKMM Aoctyn K DBM, cucteme 2BM wunm wmx cetun, -
Haka3blBalOTCA WTpadoM B pasMepe OT MATUCOT A0 BOCbMUCOT MUHUMaNbHbIX
pasMepoB onnatbl Tpyda wauM B pa3Mepe 3apaboTHoM nnaTtbl UM MHOMO A0X0o4a
OCY>XAEHHOro 3a nepuoa OT NSATM A0 BOCbMM MecsueB, AM60 uMcCnpaBUTENbHbIM
paboTaM Ha CpoK OT OAHOro roga Ao AByX neT, nnbo apecTtoM Ha CpoK OT Tpex Ao
LecTtmn Mecsaues, nnbo nuweHunem CBO60,CI,bI Ha CpPOK A0 NATU NET.

Cratbsa 273. Co3gaHue, UCriosib30BaHne v pacripoCTpaHeHNE BPeAOHOCHbIX NporpamMm As
SBM.

e Co3pgaHme nporpaMm ans 2SBM unuM BHeCeHME W3MEHEHMI B CyllecTBylowme
nporpamMmmbl, 3aBeAOMO MNPUBOAALWMX K HECaHKUMOHMPOBAHHOMY YHUUTOXEHUIO,
6nokunpoBaHuio, moaudukaumm nAnMbo KonUpoBaHUID WHGOPMaLUKN, HapPYLUEHUIO
pabotel 3BM, cuctembl 3BM wuam ux ceten, a paBHO ucnonb3oBaHne nmbo
pacnpocTpaHeHne TaKuMX NporpaMM WAW  MAWMHHbIX HOCUTENen C TakKuMu
nporpaMMaMm — HakKasblBalOTCA NMWweHmneM cBoboabl Ha CPoK A0 Tpex NeT co wTpadom
B pa3Mepe OT ABYXCOT A0 MATUCOT MMHUMAaNbHbLIX pa3MepoB onnaTtbl Tpyda WKW B
pa3Mepe 3apaboTHOM nnaTbl UM MHOMO A0XO0AA OCYXAEHHOroO 3a Nepuoa OT ABYX A0
NATU MecsiLeB.

° Te e pesHus, noBnekuwmne no HEOCTOPOXXHOCTU  THAXKMNE nocneacTteud, —
HakKa3blBaeTCs nweHMeM cBoboabl Ha CpPOK OT Tpex A0 CeMU JNeT.

Cratbsi 274. HapyweHnne npasua akcrisiyatayuu 3BM, cuctembl 3BM nnau nx cetn.

e HapyweHune npasun skcnnyataumu 23BM, cuctembl 2BM uam mx CcCeTuU uUUOM,
uMmewwnMm pgoctyn Kk 3BM, cucteme 3BM unm umx cetn, nosnekwlee YHUUTOXEHue,
6nokupoBaHue nan Mmoandukaumio OXpaHIeMOn 3aKOHOM MHGopMauun DBM, ecnun 310
AesiHUe TMPUYMHUAO CYLLEeCTBEHHbIW Bped, — HakasblBaeTcsd JfuWeHMeM npasa
3aHMMaTb onpejenieHHble AO/KHOCTU WUAN 3aHUMaTbCSA onpeaenieHHOW AeATeNbHOCTbI0
Ha CpoOK A0 naTu neT, nnbo obazatenbHbIMKM paboTamMu Ha CPOK OT CTa BOCbMWUAECATU
[0 ABYXCOT copoka 4yacoB, n11Mbo orpaHnyeHnem csob6oabl Ha CPOK A0 ABYX JieT.

° To e pesHue, noenekuwee no HEOCTOPOXHOCTU  TAXKUNE nocneacTteud, —
Haka3blBaeTCs inweHmemM csoboabl Ha CPOK A0 4YeTblpeX NneT.

Cratbs 283. Pa3srnawieHne rocyaapCTBEHHOM TalHbl.

e PasrnaweHue CBeAEHUW, COCTaBAIOLWNX FOCYAapCTBEHHYO TalHy, SIMLOM, KOTOPOMY
OHa 6blna AoBepeHa UAK cTana u3BecTHa no cnyx6e unm pabote, ecnu 3TM cBeaeHUS
CTann [OCTOSIHUEM ApYrUX WL, Npu  OTCYTCTBUMM MNPU3HAKOB TOCYyAapCTBEHHOM
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M3MeHbl — HaKa3blBaeTCA apecToM Ha CpPOK OT 4eTbipex A0 LWecTn mecsaueB nmnbo
nvweHnem ceoboabl Ha CPOK A0 YeTblipex JieT C JIMWEeHMEM npaBa 3aHuMaTb
onpeaeneHHble AOMKHOCTM MM 3aHMMaTbCS ONpeneneHHON AesTeNbHOCTbIO Ha CPOK
[0 Tpex nert mnn 6e3 TakoBoro.

To Xe JesHuMe, TMOBJIEKWIEE MO HEOCTOPOXHOCTU TSXKME MNocneacTBus, —
HaKa3blBaeTCs JIWeHneM cBo6oabl Ha CPOK OT Tpex A0 CEMWU NeT C INLEHNEM npaBa
3aHMMaTb onpefeneHHble AOMKHOCTU UM 3aHUMaTbCSl ONpeAesieHHON AesATeNbHOCTbIO
Ha CpOK A0 TpexX JIeT.

Cratbsi 284. YTpara AOKYMEHTOB, COAEPXAaLLUMNX roCyAapCTBEHHYIO TakiHy.

HapyweHue nuuoM, MMewLlWMM [OMyCK K roCyAapCTBEHHOM TaliHe, YCTaHOBJIEHHbIX
npaBui 06palleHns C coaepXallMMu rocyaapCTBEHHYO TailHy JOKYMEHTaMKn, a paBHO
C npeaMeTaMu, CBEMIEHUSA O KOTOPbIX COCTaB/ISIOT rOCylapCTBEHHYO TaliHy, €Ccln 3TO
NMOB/IEK/IO MO HEOCTOPOXHOCTU WX YTpaTy W HACTyMJIEHUE TAXKUX MOoCneacTBuii, —
HaKa3blBaeTCs orpaHuMyeHneM cBobodbl Ha CPOK A0 Tpex JIeT, MM60 apecToM Ha CpoK
OT 4YeTblpex A0 LWecCTM Mecaues, NM60 NuweHMeM cBob6oAbl Ha CPOK A0 Tpex NeT C
NULLIEHMEM MpaBa 3aHWMaTb  OMNpedeneHHble  AOMKHOCTM WM 3aHMMaThCA
onpeaeneHHon AeAaTeNbHOCTbIO Ha CPOK A0 Tpex NIeT unm 6e3 TakoBoro.

Cratbs 293. XanaTtHOCTb.

XanaTHOCTb, TO €CTb HEWUCMOJIHEHME WM HEeHaasiexallee UCNOSIHEHUE AO/MKHOCTHbLIM
MUOM  CcBOMX 06s13aHHOCTelN BCeacTene HepnobpocoBeCcTHOro wnm  HebpexxHoro
OTHOWEHNnA K cny>|<6e, ecqin 3TO NOoBJIEKNO CyWeCTBEHHOE HapylweHMne npaB WU
3aKOHHbIX WHTEPECOB TrpaxaaH wWin opraHM3au,vu7| nméo OXpaHAEMbIX 3aKOHOM
MHTepecoB 06w ecTBa WM rocyAapcTBa, — HakasbiBaeTcs wTpadoM B pasMepe OT CTa
00 ABYXCOT MWHWMManbHbIX pa3MepoB onfiaTbl TpyAa WM B pa3Mepe 3apaboTHOM
niaatbl WIN MHOMO A0X0A4a OCYXAEHHOrO 3a nepuoa oT O4HOro A0 ABYX MecsueB, nnbo
obsa3aTeNbHbIMU pa60TaMVI Ha CpOK OT CTa ABaauaTtn A0 CTa BOCbMWMAECATU 4acCoB,
nnbo wucnpasuTesbHbIMW paboTaMM Ha CPOK OT LUECTU MecsiueB A0 OAHOro roaa, nméo
apecToM Ha CpoOK A0 TpPeX MecsiLeB.
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