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AHHOTAuusA

Hactodwmin AOOKyMeHT npeactaBnser cobonm  pykoBOACTBO agMUHUCTpaTopa Mo
obecneyeHnto MHbOpMaLMOHHOM 6e30MacHOCTM NporpaMMHOro obecnedyeHuss rocyaapCcTBEHHOM
MHpopMaunoHHon cuctembl Camapckoi obnactn «Perncrtp MeaMUMHCKMX CnpaBok» (danee -
10, cuctema, MNO «Perncrp MeagnLMHCKNX CIIpaBoK»).

JOKyMeHT gBnsieTcs 4yacTtbio pabouer gokyMmMeHTauum Ha MO «Pernctp mMeanumMHCKUX
CNpaBoOK>».

3aka3umk: MnHmncTepcTBo 3apaBooxpaHeHns Camapckoin obnactu, r. Camapa.
Ucnonuutensb: Npynna KomnaHmini XOCT, OO0 «UK «XOCT», r. EkatepnHbypr.

HacTtoawmin  AOKYMEHT  HenocpeACTBEHHO  MnpeAHasHayeH Ans  aAMUMHMCTpaTopa
6e30nacHOCTN MHdOPMaLMN — JOMXKHOCTHOMO nuua, obnagatowero 3HaHUSMM U MOJTHOMOYUSIMU
[OCTaTO4YHbIMUK AN TOro, YTobbl KOHTPOANpOBaTh 6€30MacHOCTbL MHdOpMaLmMK B cUcTeMe.

B [OoKyMeHTe npuBeAeHbl peKoMeHAauuum Mo opraHusauMu 3awuTbel uMHbOpMaumm C
ucnono3oBaHnem cpeacts CK3U «Kpuntollpo JSP». lMpuMeHeHne CK3UN «Kpuntollpo ISP»
OO/MKHO AONOHATLCSA 06W MMM MepaMum NpeaoCTOPOXKHOCTM U pusnyeckor 6esonacHoctu MNIBM.
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1 BBepeHue

1.1 CnucoK TEpMMHOB M COKpalleHUuMn

HeobxoanMble TEPMUHbI, COKPALLEHUS U UX ONpeaesieHns OTpaXeHbl B Tabnuue 1.

Ta6amua 1 - CNMCOK TEPMUHOB U COKpaLLEeHUN

TepMuH /

OnpepneneHune
CokpalujeHue

Cneumnanuct no O6CJ'IY)KMBaHVHO KOMHb}OTepHOVI TEXHUKU, CETU N NPOrpaMMHOIo

AapMUHUCTpPATO
A P P obecneueHuns (6a3 gaHHbIX 1 MHHOPMALIMOHHBLIX CUCTEM)

AyTteHTudukauma | lpouesypa npoBepku NOATMHHOCTH

YnpasneHue FocyaapCcTBEHHOW MHCNeKUnmM 6e30nNacHOCTU AOPOXHOIr0 ABUMXEHUS
rmean [naBHOro ynpaBneHuss MMHUCTEPCTBa BHYTPEHHMX aen Poccuinckon depepaummn no
Camapckon obnactum

rocT lFocyaapcTBeHHbIN cTaHaapT

ocC OnepauunoHHasa cmctema

MporpaMMHoe ob6ecneyeHne rocyaapCcTBeHHON MH(POPMALMOHHON CUCTEMBI

no o
Camapckon obnactn «Pernctp MeauunMHCKMX cnpaBok»
MporpamMMHo-anmnapaTHbI/i KOMMEKC, NpeAHa3HaYeHHbIn Ans aBToMaTM3aumm
C LesieHanpaBAeHHON AesaTesIbHOCTM KOHeYHbIX nonb3oBaTtenei, obecneumsatowmii (B
ncrema COOTBETCTBUM C 3a/I0KEHHOM B HEro sIorMkon o6paboTkn) BO3MOXHOCTb NONyYeHUs,
MoaudUKaunM U XpaHeHnsa nHpopmaumm
CK3M CpeacTtso kpuntorpadunyeckomn 3awmTbl MHGOpMaumm
CYB[A Cuctema ynpasneHus 6asamMm aaHHbIX
TokeH (Token) USB-k/to4, ABASIOWNIACA NepcoHanbHbIM CPeACTBOM ayTeHTUdmMKaumm
YOMC Ynpasnenune deaepanbHON MUrpauMoHHOM cnyx6bl no Camapckon obnacTtu
DANCHU denepanbHoOe areHTCTBO NPaBUTENIbCTBEHHOM CBS3U U MHpopMaumn PO
dCb d®epepanbHasg cnyxba 6esonacHocTn PO
®»CO depepanbHasa cnyxba oxpaHbl PO
®CTIK depepanbHasa cnyxba No TEXHNYECKOMY M SKCMOPTHOMY KOHTpoOsto PO
ayn DNeKTPOHHO-UNdpoBas NoAnNnUChb

1.2 CBegeHunsa o cucreme

MO «Peructp MeAMUMHCKUX CMpaBoOK» rOoCyAapCTBEHHON WHMOPMAUMOHHON CUCTEMBI
Camapcko obnactu npeAHasHayeHo AN aBTOMaTM3auuM  MNPOLECCOB  MPOXOXAEHUS
MEeAULIMHCKOrO OCBWAETENbCTBOBAHMA rpa)aaHamu Poccuidckoit denepaunu, UHOCTPAHHbIMU
rpa>kaaHaMu unu nuuaMmm 6e3 rpaXkaaHcTea B MeANLIMHCKUX opraHu3aunax Camapckoi obnactu.

MO «Pernctp MegMUMHCKMX CNpaBOK» MpeAHa3HauyeHO A8 AOCTUXEHUSA Cneaylowmx
uenen:

1)  2neKkTpoHHOE noATBEpPXAEHWE NOASIMHHOCTU [OKYMEHTa, yAocToBepsiolero dakT
NMPOXOXAEHUS MeAMLMHCKOro OCBWAETE/IbCTBOBAHUA rpaxaaHMHOM Poccuiickoi
degepauun, WHOCTPAHHLIM TPa>XAaAHMHOM UAKM  JMUOM  6e3 rpaxaaHcTBa W
npoBeAeHUs NPOBEPKN AOCTOBEPHOCTU MpPeACTaB/IEHHbIX B HEM CBEAEHWUIA;

2)  KOHTpPO/Sb WUCMNOAb30BaHWUSA 67aHKOB  CTPOroM  OTYETHOCTM B MeAMUMHCKMX
opraHusaumax;
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3) opraHmsauMsi  MeXBEeAOMCTBEHHOINo  3/IEKTPOHHOr0  B3aMMOAEWNCTBUS  MeXAay
MUHUCTEPCTBOM 3apaBooxpaHeHuss Camapckon obnactm wm YnpasneHuem [MbAA
FnaBHOro ynpasseHns MmHucTepcTtBa BHYTpeHHUX gen PO no Camapckon obnactm,
Mexay MMHuUcTepctsom n YOMC P® no Camapckon obnactu.

1.3 MepeueHb 3KCMJlyaTayMOHHOM AOKYMEHTaunum

Ons obwero noHnMaHma n cobnogeHns npoueanyp nMHdopMaumoHHOW 6e3onacHOCTM npu
paboTe C cucTeMON aAMMHUCTPATOPy [AOCTAaTOYHO O3HAKOMWUTLCS C HACTOSIWMM OOKYMEHTOM
rnepea Havanom paboThl.

Mepea HayanoM  HenocpeacTBeHHoW  akcnayataumm  CK3WM  «Kpuntollpo  JSP»
peEKOMeHAYyeTCs  BHMMAaTeNbHO  03HAKOMUTbCA C  COAEepXXaHuMeM  MOJSIHOrO  KOMMJeKTa
3KCNNyaTauMOHHOM AOKYMEeHTauuMu, a Tak Xe HOPMATMBHbIMU U METOAMYECKMMU LOKYMEHTaMM,
perynupyrowmmm  obecnedeHne unHboOpMaUMOHHON  6e30MmacHOCTM, BKAOYaAs  MNOAUTUKY
6e3onacHocTn MHpOpMaUMn opraHmsaunm, akcnayatmpyouwen CK3M «Kpuntollpo JSP».

1.4 CocTtaB n coaep>xaHue AMCTPMGVTMBHOFO HOoCUTEeNA AAHHbIX

OcHoBHasi dyHKUMOHaNbHOCTb O «Perncrtp MeaMUMHCKUX CMNpaBoOK» npeacTaB/ieHa B
BuaAe web-uHTepderica u He TpebyeT yCTaHOBKM Ha JIOKaJlbHbI KOMMbIOTEP MONAb30BaTens
Kakoro-nmbo nporpaMMHoro obecneyeHus.

Ons koppekTHoi pabotbl MO «Perncrtp MeavumHCKMX crpaBok» (B 4aCTuM NoanucCbiBaHUS
3aK/II04YEeHN npeacenatens BpayebHon KOMUCCUU U OTNPaBKKM MOoAMNMCaHHbIX COObLWeHnn yepe3
Web-cepBucbl) Ha cepBepe MNPUIOXEHUN [OKHO ObiTb YCTaHOBEHO M HacTpoeHo CK3U
«Kpuntolpo JSP» (cM. n.4). B koHdurypaumoHHoMm daiine /certificates-smev-
service/src/META-INF/JCP.properties TpebyeTcsa ykasaTb cieaylowmne gaHHble:

° keystore.type — TUM KAKOYEBOro XpaHuauLia,

® privatekey.alias — aJimac OTKPbITOro K/w4a;

® privatekey.password — Mapojib 3aKpbITOro Kjw4a;
® certificate.alias — anunac ceptudukara;

Ona nonHodyHkumoHanbHon pabotbl MO «Pernctp MeaAMUMHCKUMX COpaBOK» Ha
nepcoHanbHOM KOMMbIOTEpPE MofNb30BaTeNs [AOMKHO ObiTb  YCTAHOB/EHO U HaCTPOEHOo
cneumanbHoe nporpaMmHoe obecriedeHue — wndpoBanbHble (KpunTorpadumuyeckme) cpeancrsa,
ncnonb3yemble 4519 aBTopu3aunm B cMcteMe un ansa cosgaHunsa JUIM coobweHnii (cm. n. 4).

MNonb3oBaTenb AokKeH nMmeTb USB-KNo4Y (TOKEH), SBASIOWNIACA NepCOHaNbHbIM CPEACTBOM
ayTeHTUdMKauun, a TakxXe akTyanbHblh ceptudunkaTt kBanuduumposaHHon DUIM. OaHHbIN cep-
TUPUKAT BblAaeTCa aBTOPM3OBaHHbIM YAOCTOBEPSAIOWMM LEHTPOM M MOATBEPXAAET NpUHaanex-
HOCTb DL K KOHKpPETHOMY MoJib30BaTeNto, YNOJHOMOYEHHOMY A1 paboTbl B CcUCTEME.

1.5 Mopsaok 3arpy3ku AaHHbIX U NpOrpamMmmMm, NpoBepka
paboTocnocob6HOCTU CUCTEMDI

3arpy3ka CUCTEMbI, BbIMOSIHEHHOW MO TEXHOJIOMUU <KJINEHT-CEPBEP», OCYLLECTBNSETCS
aBTOMaTnyeckun vyepes MIHTepHeT-6pay3ep. [Ana Hadana MHGOPMaUMOHHOro gmanora 4OCTaTOYHO
yKasaTb aapec caiTa cucteMbl (TecTtoBbli nnbo paboumin cteHa) B cTpoke agpeca 6paysepa,
nocne 4ero BBeCcTM MMS NOAb30BaTenss UM COOTBETCTBYWLWMA naponb. B cnydae
paboTtocnocobHocTm MO Ha gaHHOM ware 6ygeT OTKpbITa CTpaHULUa aBTOpU3aLUnnM CUCTEMDI.
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http://141.0.177.154:8080/ - TecTOBHI CTEeHH (MCHNONb3yeTCsd IJid ODyYeHMUA U

IPOBEPKM PaboTOCIOCOOHOCTM BEPCUM) .
http://141.0.177.154:6363/ — PaGoumst creun (B ceru TMC -

http://10.2.22.33:6363/) .

1.6

cucTeMmy.

Mopaaok NnoaKNOYEHUA K CUCTeMe

PykoBoauTenb opraHusaumu:

1)

2)

3)

O6pawaeTtcs B:

a)

6)

M3 CO (YnpaBrneHue NNLEH3NPOBAHMUSA U KOHTPOJIS KayecTBa) C 3asiBJIEHUEM O
HaAnuMn y  MEeAMUMHCKOM  opraHusauuMum  JWLEeH3WA Ha  npoBeaeHue
MeaMLMHCKOro OCBMAETENbCTBOBaHUSA 3asBuTesien nm o nogkmatodeHum Kk TMC
PMC;

MWAL, pns opraHmsaumm obmeHa wuHdOpMaumen Mexay Mnosib30BaTeNs Mu
opraHmsaumm un MUAL. O6MeH p[o/mKeH NpPOU3BOAUTLCA B KPYrNOCYTOYHOM
pexuMme ¢ wucnonbszoBaHmem TMC wAM  3aWMUEHHBIX KaHanoB CBA3M C
MCMosib30BaHMEM KpunTorpaduyeckon 3awmTbl MHDopMauunm VipNet.

MpoBepseT akTyanbHOCTb CBeAeHuI 06 opraHnsaumm B «CnpaBoYHMKE OpraHu3aumii
chepbl 3apaBooxpaHeHus (LPU)». Ecnmn cBegeHms o6 opraHuzauum HeaKTyasibHbl
WKW OTCYTCTBYIOT, 3anosiHAeT aHkeTy (dopMa aHKeTbl NMpuBeAeHa TakKXe Ha cauTe
MWNALL no agpecy: http://medlan.samara.ru/node/6141) n obpawaetca B MNAL, c
3asiBneHnemM 06 akTyanusaumm gaHHbiX 06 opraHmMsaunm.

Ob6pawaetca B MUALL c 3asBneHMeM O npeaocTaB/ieHMM AOCTyrna noJsib3oBaTenen
opraHmsauumn Kk N’MC PMC. K 3aaBneHunto npuiaratoTcs:

a)

6)

CBeAeHMss O [OO/MKHOCTHOM JiMue, OTBETCTBEHHOM B OpraHuMsauuMu 3a
ncriono3oBanme NC PMC (®NO, KOHTaKTHble AAaHHbIE).

cBegeHms o nonb3oBatensax TMC PMC. ®opMma npeaocTaBleHUss CBEAEHUN
npueeneHa B pasgene «llonb3osatenn NMC PMC».

MWAL, no npenocCTtaBNeHHbIM CBEAEHUAM O NMONb30BaTENSAX NPU HaNNYUN NONOXUTENbHbIX
pelweHnit no n. 1-3, ocywecTBAsSeT perncrpaumio opraHmsaumm m MHANBMAYa bHYKO HACTPOMKY
NMC PMC. Mo 3aBepweHnto paboT MHDOPMUPYET OpraHM3aumio 0 BO3MOXXHOCTM MUCMNOJ1b30BaTb
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2 O6wme nonoxxeHus

Hactodawmin gokymeHT onpegensieT @yHKUMOHaNbHble 0653aHHOCTM, nNpaBa W
OTBETCTBEHHOCTb aAMMHUCTPATOpPa No obecrnevyeHnto 6e30NacHOCTM MHPOPMaLMN.

ALMUHUCTpATOpP No obecneyeHunto 6esonacHoOCTH MHq)OpMaU,MM AOJIXXEH 3HATb:

3aKOHbl U MHble HOPMaTUBHbIE NpaBoBble akKTbl Poccuiickoir depepauum,
perynupyroume OTHOLUEHUS, CBfi3aHHble C 3awuTon uHdboOpMauumn
OrpaHUYEHHOro pAOCTyna, HOPMaTUBHbIe U METOAMYECKUE [AOKYMEHTbl Mo
BOnpocam obecrneueHUsi TEXHUUECKOW 3alnTbl MHPOpMaLUK:

o  OCHOBHblE HOPMaTMBHO-MPAaBOBbIE aKTbl N METOANYECKME AOKYMEHTbI B 06/71aCTH
3auuTbl MHGOPpMaLUN:

» [lokTpuHa WHdopMaunoHHOM 6e3onacHocT  Poccuiickonn  deaepauun,
yTBepxaeHHas MNpe3naeHToMm Poccuiickon ®enepaumm 9 ceHTabps 2000 r. NO
Mp-1895.

= CrpaTterma pa3sutma  uHboOpMaumMoHHOro obwectea B  Poccuiickon
Q®epepaunn,  yTBepxaéHHas Mpe3naeHToM Poccuiickon  ®epepaumun
07.02.2008 N° Mp-212.

» CrpaTterna HaumoHanbHOM 6e3onacHocTn Poccuitckon ®epepaummn no 2020
roga, yrBepxaeHHas YkasoM [Npe3mpeHTta Poccuitckon Gegepaunm oT 12 mas
2009 r. N2 537.

*  OCHOBblI OpraHumsauunm 3awunTbl MHpopMaunm B lMpuBOIKCKOM deanepanbHOM
okpyre (OpobpeHsbl Pewernnem KoopaumHaumoHHoro CoBeTa no 3awuTe
nHdopMaumm npu MOJHOMOYHOM npeacTaBuTene lpe3naeHTa PoccMnckomn
depnepauunm B MNMprnBonxKCckoM denepanbHOM okpyre oT 12 Hossb6psa 2009 roaa).

] KoHuenuusa 3awutbl MHGOpMaumm orpaHmyeHHoro poctyna B Camapckon
obnactn, yteBepxaeHHas [ybepHatopom Camapckon obnactu 14 pgekabps
2010.

o OCHOBHbIE 06LME HOPMATUBHbBIE MPaBOBbIE AKTbI:

] KoHcTutyumsa Poccuiickon depepaumun.

=  QepgepanbHbii 3akoH Poccuickon denepaunm ot 28 aekabps 2010 r N2 380 -
@3 "O 6e3onacHocTK".

» (depgepanbHbIn 3akoH oT 27 wuiong 2006 r. N2 149-®3 «06 wuHdopmauuu,
MH(OPMALMNOHHBIX TEXHOMOMMAX N 0 3awuTe n nHhopMaummn».,

» (depgepanbHbIn 3akoH oT 4 Masa 2011 r. N2 99-03 «O nuuUeH3upoBaHUMU
OTAeNIbHbIX BUAOB AEATENIbHOCTU>.

» «[lonoxeHne o0 rocydapCTBEHHON cucTteme 3awmTbl uWHdbOpMauunm B
Poccuitckonn ®epepaumm OT MHOCTPAHHbLIX TEXHUYECKUX pa3BefoK U OT ee
YyTEUKN MO TEeXHUYECKMM KaHanam», yTBEepXAeHO nocTtaHoBfeHneM CoseTa
MuHuctpos - lpasutenbctBa Poccuinckon ®epepaumm ot 15.09.1993 r. NO
912-51.

o [lo Bonpocam 3awunTbl MHGOPMaUUM OrpaHMYeHHOro AO0CTyrna, He CcoAep)Kalleri
cBeAeHMs] rocyAapCTBEHHOMN TakHbl (KOHGUAEHUNAaNbHOCTb MHGOPpMaLUnmn, AOCTyn
K KOTOpO# orpaHnyeH gpegepasibHbiMn 3aKOHaMm):
= Yka3s lNpe3ungeHTta Poccuinckon degepaummn ot 6 Mapta 1997 r. N2 188 «06
yTBEpXAaeHun NepedHs ceegeHUn KOHPUAEHUNANbHOIo Xapakrepa».

= [locTtaHoBneHue MpasuTtenbcTBa Poccuitckon ®depepaumm ot 3 Hosb6psa 1994 r.
Ne 1233 «06 yTBepxaeHun T[lonoxeHns o nopsagke obpaweHus co
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cnyxebHol MHpopMaLmen orpaHMYEHHOro pacnpocTpaHeHuns B peaepanbHbiX
opraHax UCNOJIHUTENbHOW BNacTu».

CneuvanbHble TpeboBaHMA W peKOMeHAauunm Mo TEXHMYECKOM 3aluuTte
KoHdunaeHUmanbHOM MHMOpMauMK. YTBepXAeH MNpuKa3oM [OCTEXKOMUCCUU
Poccun ot 30 asrycra 2002 r. N2 282.

Yka3 lNpe3unageHTta Poccuinckon ®epepaummn ot 17.03.2008 N° 351 "O Mepax
rno obecneyeHunto MHbOpMaLMOHHOM 6He3onacHocTn Poccuitckon depepaunmn
npu  MCNoNb30BaHMWM  MHGPOPMALMOHHO-TENEKOMMYHMKALUMOHHBLIX  CeTel
MeXxayHapoaHoro nHdopMaumnoHHoro obmeHa".

Mpuka3 ®OepepanbHoOn cnyxbbl oxpaHbl Poccuinckon degepaumm ot 7.08.2009
Ne 487 "O6 vyTBepXAEHUM TOJIOXKEHUSA O CerMeHTe MHEPOPMaAUMOHHO-
TEeNIeKOMMYHUKaAUMOHHON ceTn WHTepHeT ans denepanbHblX OpraHoB
rocyaapCTBEeHHOW BNacTM W OpPraHoOB rOCyAapCTBEHHOW BflaCTU CybbekToB
Poccuiickon ®epepaunn.

Mpukasz OCT3K Poccmm ot 12 uwong 2012 r. N2 83 «06 yTBepxaeHuu
AOAMWUHUCTPATUBHOroO pernaMeHta degepanbHON CNyX6bl NO TEXHUYECKOMY WU
3KCMOPTHOMY KOHTPO/IO MO MNpefoCTaBfIeHUI0 roCyAapCTBEHHOW YCAyrun mno
NIMLEH3UPOBAHUIO AeAaTenbHOCTH no TEXHUYECKOM 3awuTe
KOHbUAeHUManbHON nHbopMaunm».

Mpukaz OCTOK Poccum ot 20 wuona 2012 r. N2 89 «06 yTBEpXAeHUU
AOMUHUCTPATUBHOrO pernaMmeHTa ®enepanbHoi Ciyxbbl MO TEXHUYECKOMY WU
3KCMOPTHOMY KOHTPOJIIO MO WCMNOSIHEHUIO TOCYyAapCTBEHHOM MYHKUUKM MO
KOHTPOJ1t0 3@ cobntogeHNEM NNLEH3NOHHbLIX TpeboBaHM NpU OCYLLECTBNEHUN
OEATENbHOCTU N0 TEXHMYECKON 3alunTe KOHPMAEHUMANbHOM nHpopMaunm».

Mo Bonpocam 6€30rn1acHOCTN MHGHOPMALMOHHbBIX CUCTEM M1E€PCOHAbHbIX AaHHbIX

Q®epepanbHbli 3akoH oT 27 uwong 2006 r. N2 152-03 «O nepcoHasnbHbIX
AaHHbIX>».

MoctaHoBneHue lMpasutenbcrBa Poccurickon ®eaepaumn ot 1 HoA6pa 2012 r.
Ne 1119 "O6 yTBepxaeHun TpeboBaHUM K 3alUUTE MEPCOHasIbHbIX AaHHbIX
npu nx obpaboTke B MHOOPMALMOHHBLIX CUCTEMAX MepCoHasbHbIX AaHHbIX".

MoctaHoBnenne [paButenbctBa Poccuinckon depgepaumm ot 15 ceHTAabps
2008 r. N° 687 "O6 yTtBepxaeHuun MNonoxeHns o6 ocobeHHocTAX 06paboTku
MepcoHanbHbIX AaHHbIX, OCyllecTBAsseMon 6e3 WCNosb30BaHUA CpeacTs
aBToMaTusauum".

MoctaHoBneHne T[lpaButensctea P® ot 6 wuwona 2008 r. N 512 "O6
yTBEpXAeHun TpeboBaHM K MaTepuasibHbIM HOCUTeNnaM 6GuoMeTpuyeckmnx
nepcoHanbHbIX AAaHHbIX W TEXHONOrMAM XpaHeHUs TakuX [aHHbIX BHe
MH(OPMALUMNOHHbBIX CUCTEM NEepCOoHasbHbIX AaHHbIX".

MoctaHoeneHune Mpasutenoctea PO ot 21.03.2012 N 211 "O6 yTBep>xaeHuU
nepeyHs Mep, HanpaefieHHbIX Ha obecneyeHne BbINOSHEHUS 0683aHHOCTEN,
npeaycMoTpeHHbiX defepanbHbiM 3akoHOM "O nepcoHanbHbIX AAHHLIX" ©
MPUHATbIMM B COOTBETCTBMM C HWUM HOPMaTUBHbLIMWM MPaBOBbIMW aKTaMM,
onepaTopamu, SBAAKWMUMUCA [OCYAAPCTBEHHbIMU WAW  MYHUUMNANbHbIMU
opraHammn".

MoctaHoeneHue MpaButenbctea PO ot 18.09.2012 N2 940 «06 yTBepxaeHumn
MpaBun cornacoBaHMsA MNPOEKTOB peLleHnid accouuauun, CO30B U WUHbIX
obbeanHeHU onepatopoB 06 onpeaeneHUM  AONOSHUTENbHbIX  Yrpo3
6e3onacHOCTM nNepcoHanbHbIX AaHHbIX, aKTyalbHbIX Mpu obpaboTke
MepcoHanbHbIX JAaHHbIX B WHMOOPMALUMOHHbLIX CUCTEMax MNepCcoHabHbIX

8/17



df To

Hpor‘paMMHoe obecrneueHue <<PeI‘I/ICTp MEeIMUIVHCKHUX CIIPaBOK».

PykoBOOCTBO aIMMHUCTPATOPa IO OOecledeHMO MHPOPMALMOHHOM Oe30I0aCHOCTU

OAHHbIX, 3KCMyaTUPYeMbIX MpPU OCYLLECTB/IEHUM oOnpeAeneHHbIX BWAOB
OEeATEeNIbHOCTU Y/leHaMW TakKux accoumaunii, COK30B M UHbIX 06beauHEHUN
onepaTtopoB, Cc @epepanbHoii cnyxbon 6HesonacHocTM  Poccuinckom
Q®epepaunn n degepanbHoin cnyxboh Mo TEXHUYECKOMY W 3KCMOPTHOMY
KOHTPOJTO».

bazoBas ™Mopenb yrpo3 6e30MacHOCTM MNEepCOHalibHbIX AaHHbIX MNpU KX
obpaboTtke B  MHGMOPMAUMOHHBLIX CUCTEMAxX MNEPCOHa/IbHbIX  AdHHbIX.
YTBepxaeHa 3amectutenem anpektopa ®CTIK Poccun 15 deBpansa 2008 r.

MeToanka onpeaeneHus akTyasbHbiX Yrpo3 6e30MacHOCTM MNepCOHaNbHbIX
OaHHbIX NMpu mMx o6paboTke B MHGOPMAUMOHHbIX CUCTEMax MNepCcoHasbHbIX
OaHHbIX". YTBepxaeHa 3aM. aupekTtopa ®CTIK Poccun 14 despans 2008 r.

Mpukaz ®CB Poccum ot 10.07.2014 N° 378 «0O6 ytBepxaeHun CocTaBa WU
CoAEep)XaHMUs OpraHM3auMOHHbIX U TEeXHUYEeCKnx Mep no obecnedeHuto
6e3onacHoCTH nepcoHasnbHbIX OaHHbIX npu nx obpaboTke B
MH(POPMAUMOHHBIX CUCTEMaxX MepCOHaNbHbIX AAHHbIX C WCNOAb30BaHWUEM
cpencTts Kpuntorpaduyeckor 3awuTbl UMHOpMauuM, HeobXxoauMbIX 4NN
BbIMOJSIHEHUS YCTaHOBNEHHbIX [lpaBuTenbcTBOM Poccuiickon deaepaumn
TpeboBaHMI K 3alnTe MepcoHasibHbIX AAHHbIX A8 KaXAoro M3 YpOBHEMN
3aLWMLLEHHOCTU>.,

Mpuka3z ®CT3K Poccum ot 18.02.2013 N2 21 "O6 ytBepxaeHun CocrtaBa U
CoAepXXaHMs OpraHM3auMOHHbIX W TexXHUYecknx Mep no obecnedeHutio
6e3onacHoCTH nepcoHasnbHbIX OaHHbIX npu nx obpaboTke B
MHPOPMALMOHHBLIX CUCTEeMax nepcoHanbHbIX AaHHbIX" (3apernMcTtpupoBaHo B
MuHiocTe Poccunm 14.05.2013 N° 18375)

Mpukaz  @epepanbHOn  cnyxbbl nNo  Haasopy B  chepe  cBA3M,
MH(POPMALMOHHBIX TEXHOSIOMMA U MACCOBbIX KOMMYHMKaunnh (PoCKOMHaa3op)
oT 05.09.2013 N 996 «06 yTBepxaeHun TpeboBaHU M MeTOAOB IO
ob6e3nnuMBaHMIo NepcoHanbHbIX AaHHbIX» (BMecTe C <«TpeboBaHuAMKM U
MeTogaMu No obe3NnuUMBaHMI0 NEepCcoHanbHbIX AaHHbIX, obpabaTbiBaeMbiX B
MH(pOPMAUMOHHBIX CUCTEMAxX MNepCoHanbHbIX JAaHHbIX, B TOM 4ucne
CO34aHHbIX W (YHKUMOHMPYHOLWNX B paMKax peanusaumn denepanbHbiX
LleneBbIX nporpamm»).

«MeToanyeckne pekoMeHaaumMm rno NpMMeHeHuo npukasa PockoMHag3opa oT
5 ceHTa6psa 2013 r. N2 996 «0O6 yTBepxaeHun TpeboBaHWIA U METOAOB MO
obesnnunBaHuio nepcoHanbHbIX OaHHbIX>» (yTB. PockoMHaa3opoMm
13.12.2013).

AOMUHNCTPATUBHLIA pernamMeHT ucnonHeHms ®degepansHoi cnyxb6on no
Hapg3opy B cdepe CBA3UM, WHPOPMAUMOHHLIX TEXHOAOIMM U MacCoBbIX
KOMMYHMKaLUNA rocyaapCcTBeHHOM dyHKUMK no OCYLLECTBJIEHUNIO
rocyaapCcTBeHHOro KoHTpons (Hag3opa) 3a cooTBeTcTBMEM 06paboTku
nepcoHanbHbIX AaHHbIX TpeboBaHMSAM  3akoHodaTenbCTBa Poccuimckon
Q®epepaunn B 06NacTM nepcoHasnbHbIX AaHHbIX. YTBEPXAEH MNpPUKA30OM
MuHkoMmcBsA3M oT 14.11.2011 r. N° 312.

Mpukaz MwuHkomcBasnM Poccum ot 21.12.2011 N 346 «0O6 yTBEpXaeHuu
AOMUHNCTPATUBHOIoO pernameHTta ®egepancHoi cnyxbbl No Hag3opy B chepe
CBS3M, WHMOPMAUMOHHbBIX TEXHOMOrMM W MACCOBbIX KOMMYHUKauui no
npeaocTaBNeHn0 rocyfapcTBeHHon ycnyrn "BepeHue peecTpa onepaTopos,
ocyuwecTeastowmx 06paboTKy nepcoHasnbHbIX AaHHbIX» (3aperncTpnpoBaHo B
MuHiocTe Poccum 29.03.2012 N 23650).
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Mpukas PockomHaa3zopa oT 19 aBrycta 2011 r. N2 706 "O6 yTBepxaeHumn
PekomMeHAauUmMi No 3anonHeHMIO obpa3ua popMbl yBeaoMaeHus o6 obpaboTke
(o HaMepeHnUn ocyLecTBNATb 06paboTKy) NepcoHanbHbIX AaHHbIX".

Mpukasz  ®degepanbHOM  cnyxbbl No  Hag3opy B cdhepe  CBa3y,
MH(OPMALUMNOHHBIX TEXHOJIOMMA M MACCOBbIX KOMMYHMKauunh (PockoMHaasop)
or 15 mapta 2013 r. N 274 r. MockBa «06 yTBepXAeHUN nepeyHs
WHOCTPaHHbIX FOCyAapcTB, He aABnsdiowmxcsa cropoHamu KoHeeHumm CoseTta
EBponbl 0 3awmTte U3MYECKMX NUL NpUM aBTOMATM3MpoBaHHOM obpaboTke
MepcoHanbHbIX JAaHHbIX W obecneymBalOWMX aAeKBaTHYK 3awWwuTy npas
Cy6beKTOB NepCcoHanbHbIX AaHHbIX».

Mo Boripocam 6e30rn1acHOCTU UHGOPMAaLMU B roCyAapCTBEHHbBIX MHGBOPMALIMOHHbIX
cucTemMax m MHGOPMaLUMOHHbIX CUCTEMAX O6LLEro noJib30BaHus:

MocTtaHoBneHune lMpaButenbctBa Poccuiickonn ®epepaunm ot 18 mas 2009 r.
N9 424 «0O6 ocobeHHOCTSAX noaka4vYeHus deaepanbHbIX FOCyAapCTBEHHbIX
MH(POPMAUMOHHBIX CUCTEM K  MHGMOPMaUMOHHO-TENEKOMMYHUKALUNOHHbBIM
ceTaM».

Mpuka3 MMHUCTEPCTBA CBS3M M MAcCCOBbIX KOMMYHuUKauuii P® ot 25 aBrycra
2009 r. N 104 "O6 vyTBepxaeHun TpeboBaHun no obecneyeHuto
LLE/TIOCTHOCTMN, yCTOMUYMBOCTHU (dYHKLUMOHMPOBaAHUSA " 6e3onacHoCTH
MHPOPMaLUMOHHLIX cucTeM obwero nosnb3oBaHns"

Mpukasz OCBb PO n ®CTIK PO ot 31.08.2010 N2 416/489 "O6 yTBEpPXAEHUU
TpeboBaHn o 3awmTte MHIOpPMaUUKU, coaepXawencs B MHPOPMALMOHHbLIX
cnctemMax obuwiero nosb3oBaHusa"

Mpukas MrUHUCTEPCTBaA 3KOHOMMYECKOro pa3smnTtua Poccurckon Gegepaumn ot
16.11.2009 N? 470 "O TpeboBaHUSAX K TEXHOJIOrMYECKMUM, MPOrpaMmMHbLIM W
JIMHrBUCTMYECKMM cpeacTBaM obecnedyeHuss Mnosib3oBaHMs oduuManbHbIMU
cavtamm denepanbHbIX OpraHoOB UCMOSHUTENBHON BacTn".

MocTtaHoBneHune MpasutenbctBa Camapckoi obnactm ot 13.08.2010 N2 380
"O6 obecneyeHmn goctyna K MHdopMaumm o aestenbHocTu lNpaBuTenbCcTBa
Camapckon obnactTm M opraHoB WucnosHuTenbHon Bnactn Camapckon
obnactn, paaMewaemMon B CETU UHTEPHET.

Mpukas MuHUCTEpPCTBa CBA3W M MACCOBbLIX KOMMYHUKauun PO ot 27.06.2013
N? 149 «O6 yTBepxaeHnn TpeboBaHUN K TEXHONOMMYECKUM, MPOrpamMMHbIM U
JIMHrBUCTUYECKMM CpeacTBaM, HeobxoamMMbiM Ans pasMmeleHns MHbopMaumm
rocyapCTBEHHbIMWU OpraHamMmm M opraHaMmm MecTHOro caMoyrnpas/ieHUs B CeTU
"MHTepHeT" B dopMe OTKPbITbIX AaHHbIX, a Takxe ansa obecnedyeHus ee
MCNOSIb30BaHUS>.

Mpukas ®CTIK Poccmm ot 11.02.2013 N2 17 «O6 yTBepxaeHun TpeboBaHui
0 3aWuTe WHdOpMaUMKW, He COCTaBNALWEN rOCYyAApPCTBEHHYIO TalHy,
coAepxallencs B rOCyAapCTBEHHbIX  MHGMOPMAUMOHHBLIX  CUCTEMax»
(3apeructpupoBaHo B MuHtocte Poccmm 31.05.2013 N 28608).

MeToan4yeckMin fOKyMeHT. Mepbl 3awnTbl MHGMOPMaUMKU B rocyaapCTBEHHbIX
MH(OPMaUNOHHbIX cuctemax. YteepxaeH ®CTOK Poccum 11.02.2014.

MoctaHoBneHue MpaButenbctea P® ot 10.07.2013 N2 582 «06 yTBepxaeHumn
MpaBun  pasmeweHns Ha odwuumanbHOM canTe  obpasoBaTesibHOM
opraHusauum B MHOOPMALMOHHO-TENEKOMMYHUKAUMOHHOM ceTn "NHTepHeT" n
obHoBneHnsa nHdopmaumm 06 obpasoBaTenbHON opraHu3aunm».
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MoctaHoBneHnmne MNpaButenoctBa PP ot 24.11.2009 N? 953 «O6 obecneueHun
AocTyna K WHopMauum o pesatenbHoctn [lpaButenbctBa Poccuiickoii
depepaunn n dbeaepanbHbliX OpraHoOB UCMOSTHUTENBHOM BAacTU».

Mpukaz MwuHkomcBa3sn PO ot 27.12.2010 N2 190 «O6 yTBeEpxXaeHuU
TexHnyecknx TpeboBaHUI K B3aMMOAENCTBMIO WMHMOPMALMOHHBLIX CUCTEM B
€ANHON cMCTeMe MeXBeAOMCTBEHHOIrO 3/IeKTPOHHOIO B3aUMOAENCTBUS».

Mpukaz ®CO PO ot 07.08.2009 N? 487 «06 yTtBepxaeHun [MonoxeHUs o
cerMeHTe WMHQOPMAUNOHHO-TEIEKOMMYHUKAUNOHHON ceTn "UHTepHeT" ans
denepanbHbIX opraHoB rocyaapCTBEHHOM B/S1ACTH " OpraHos
rocynapcTBeHHOM Bnactn cybbekToB Poccuiickon denepaunm»

Mpukasz MwuHkoMcBs3M PO ot 02.09.2011 N¢ 221 <«06 yTBepxaeHun
TpeboBaHuni K NHMOOPMALMOHHbIM cuctemMam 3NEKTPOHHOrO0
OOKyMeHToobopoTa deaepanbHbiX OpPraHoB  WMCMNOJSIHUTENIbHOW  BNacTy,
YUYNUTbIBAOLWMX B TOM Yncne HeobxoanmocTb 06paboTkm NnocpeacTBoM AaHHbIX
cucTem cnyxebHo nHpopMaumm orpaHMYEHHOro pacrnpoCcTpaHeHnUs».

BOMpocaM  3/IEKTPOHHOM  MOAMNUCH U KPUITOrpaguyeckor  3almte

uHpopmMaLun:

depepanbHbin 3akoH oT 6 anpens 2011 r. N2 63-03 «06 3/1eKTPOHHOM
noANNUCKU».,

Mpukas ®CB P® ot 9 deBpansd 2005 r. N2 66 «0O6 yTBepxxaeHun MNonoxeHus
0 pa3paboTke, NpoOM3BOACTBE, peanmsaumm n akcrayatTaumm wmndpoBasnbHbIX
(kpunTorpadumnyeckmnx) cpeactB 3awuTtbl MHGopmaumm (Monoxenne TMMK3-
2005)».

Mpukas OAMNCU ot 13.06.2001 N? 152 «06 ytBepxaeHun UHCTpykumm o6
opraHmsaumm un obecnedyeHmn 6e30MaCHOCTU XpaHeHus, 06paboTkn u
nepegaum no KaHanam CBS3U C NCNonb30BaHMEM cpeacTs
Kpuntorpacnyeckon 3awmTbl MHGOPMALMN C OFPaHUYEHHbIM AOCTYMOM, HE
copepxkalllei cBeAeHUN, COCTaBAALWMNX rOCYAapPCTBEHHYIO TalHYy».

Mpukaz ®Cb P® ot 27 pekabpa 2011 r. N 795 «06 yTBepxaeHun
TpeboBaHuii K popMe KBanUOUUNMPOBAHHOIO cepTudurKaTa KJoua NpoBEPKMU
3/IEKTPOHHOMN NoANMUCU>».

Mpukaz ®Cb P® ot 27 pekabpa 2011 r. N 796 «06 yTBepxaeHun
TpeboBaHUI K cpeacTBaM 3NEKTPOHHOM nognucu n TpeboBaHuIi K cpeacTBaM
YAOCTOBEpPSIOLEro LeHTpa».

CnieynarsibHble HOpMaTtnBHbIE JOKYMEHTHI.

PykoBoAsilWMIA AOKYMEHT. 3awmTa OT HEeCaHKUMOHMPOBAHHOIO AO0CTyna K
MHpopMaunn. TepMuHbl K onpegeneHus. [lMokasaTenn 3awuLEeHHOCTU OT
HEeCaHKLMOHUPOBAHHOIO  A0CTyna K  umHdbopmMauumu. Knaccudumkauyms
aBTOMATU3MPOBAHHLIX cuUcTeM U TpeboBaHMA Mo 3awmte UHGOpMaUUN.
PeweHune npepcenatensa Nocrexkommcemum Poccum ot 30 mapTta 1992 r.

PykoBogsiwimn aokyMeHT. CpeactBa BblYMCIUTENBHOW TEXHUKKN. MexceTeBble
9KpaHbl. 3awmTa OT HeCaHKUMOHMpOBAHHOro poctyna. [lokasaTenu
3aWMLLEHHOCTM OT HEeCaHKUMOHWMPOBAHHOro AoCTyna K MHGoOpMaumu.
PeweHune npeacenatens Mocrexkommnccum Poccmm ot 25 nionga 1997 r.

PykoBoasilwmnii aokyMmeHT. be3sonacHoCcTb WMHMOPMALMOHHBLIX TEXHOJIOrUMA.
MonoxeHwne no paspaboTke npodunen 3awmTbl N 3ag4aHni No 6e30MacHOCTL.
PykoBoacTtBo no peructpauum npodwunen 3awmtbl. PykoBOoACTBO MO
dopMMpoBaHMIO CeMeENCTB npoduien 3awmTbl. PykoBoACTBO MO pa3paboTke
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npodunen 3awmtbl U 3aaaHunii no 6esonacHocTn. ocTtexkomuccuss Poccun,
2003 roa.

rocynapcTBeHHbIE CTaHAapPThI:

FTOCT P 50739-95. CpeacrBa BbIYMCAUTENLHOW TEXHMKU. 3awmTta oOT
HECAHKLUMOHMPOBAHHOIo Aoctyna K uHdopMmaumn. Ob6wne TexHuyeckue
TpeboBaHusa. foccTaHaapT Poccuu.

TOCT P 50922-96. 3awuta wuHbopMaumnu. OCHOBHblE TEPMUHbI W
onpeneneHus. NoccraHoapt Poccun.

FOCT P 51188-98. 3awwuTta nHdopmaumm. McnbiTaHna NMporpaMmMHbIX CpeacTB
Ha Hannyme KOMMbITEPHbIX BUPYCOB. TUMNOBOE PYKOBOACTBO. [occTaHAapT
Poccun.

MOCT P 51275-99. 3awwuta wuHdopmaumm. O0O6beKT wnHbOpMaTM3aUNM.
@akTopbl, BO3gencTBylOWMEe Ha wuHdbDopMauuto. Ob6wme nonoXeHus.
loccraHpgapT Poccun.

TOCT P MCO 7498-1-99. WHdbopMaumoHHasas TexHonorms. B3anMocss3b
OTKpPbITbIX cucteMm. basoBas sTanoHHasa mogenb. Yactb 1. ba3zoBasa Mogensb.
loccTtaHpapT Poccun.

TOCT P 51583-2000. 3awwuta wuHdopMaumn. [llopsgok  co3gaHus
aBTOMaTU3NPOBAHHbLIX CUCTEM B  3aWMWEHHOM  ucnonHeHun. Obwwue
nos10>XKeHns.

FOCT P 51624-2000. 3awmTta nHdpopmaunn. ABTOMAaTU3NPOBAHHbLIE CUCTEMBI
B 3aWNWEHHOM McnonHeHmnn. Obwune TpeboBaHms.

IOCT P WNCO/M3K 15408-1-2002. Metoabl UM cpeactBa obecneyeHus
6esonacHoctn. Kputepum  oueHkm  6e3omacHOCTM  MHEMOPMALMOHHBIX
TexHonorun. Yactb 1. Beeaenne n obuwas mogenn. FocctaHaapTt Poccuu.

IOCT P WNCO/M3K 15408-2-2002. Metoabl UM cpeactBa obecneyeHus
6eszonacHoctn. Kputepum  oueHkm  6e30macHOCTM  MHQPOPMAUMOHHbIX
TexHonornn. Yactb 2. OyHKUMOHanNbHble TpeboBaHMA 6He3onacHOCTU.
loccTtaHpaapT Poccuu.

IOCT P WNCO/M3K 15408-3-2002. Metoabl UM cpeactsa obecneveHus
6esonacHoctn. Kputepum  oueHkm  6e3omacHOCTM  MHMOPMALMOHHbIX
TexHonornn. Yacte 3. TpeboBaHusa poBepus K 6esomnacHocTu. FocctaHaapT
Poccuun.

FOCT PO 0043-001-2010 3awmTta nHdpopmaumnn. ObecneyeHme 6e30nacHOCTH
MHpOpMaLUMN B KKOYEBbIX cucTeMax WHQPOPMaUMOHHOW WHGPACTPYKTYpbl.
TepMUHbI 1 onpeaeneHus.

FOCT PO 0043-002-2012 3awwmTta nHdpopmaumnn. ObecneuveHne 6esonacHocTn
MHpOpMaLUUM B KAKOYEBbIX CUCTEMAX WHGPOPMaLMOHHON MH@PACTPYKTYpbl.
Cucrema pokymeHTOB. O6wme nonoxeHnsa Onga cnyxebHoro nosib3oBaHums.
FOCT PO 0043-003-2012 3awuta wuHdbopmaumm. ATTectaums o6bEKTOB
MHpopMmaTmsaumm. Ob6lwmne  MNONOXeHUs. HaumoHanbHbIn  CTaHaapT
Poccuinckon depepaummn, orpaHMYEHHOrO pacnpoCTpaHeHus.

FOCT PO 0043-004-2013 3awuta wuHdopMmauun. ATTecTaums 06bEKTOB
nHdopmaTmsaumn. NMporpamma n METOANKN aTTECTALMOHHbIX UCMbITAHUNA.

o06bekTbl MHPOpMaTU3aLMK, NoaNexalime 3awumre;

cneuuanms3auuio W HanpaBneHua pgesTtenbHocTM OpraHvszaumMm m  ee
noapasaeneHuii; npuMmeHseMmblie UHPOPMALMOHHbIE TEXHOJZIOFTUU U CUCTEMDI;
CTPYKTYpY ynpaBJieHUusl, CBA3MU, aBTOMaTU3aLumu;
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cpeAcTBa TeXHMUYECKOW pasBeAKn U MeToAbl OLUEHKM MX BO3MOXXHOCTEM,
yrposbol 6esonacHoctu wuHdbopMmaumm wm knaccudpukaumwo (Karteropumm)
HapylueHU#;

OCHalLEeHHOCTb 06beKTOB nHdopmaTusauum OCHOBHbIMM 7]
BCMNOMOrartesibHbiIMU TEXHUUYECKUMMU CPeACTBaMU M CUCTEMAMMU, KOMIJIEKCaMM
M CpeACTBaMM TeXHUYECKOW 3awutbl uHoOpMauuM, cepBUCaMU U
MexaHuM3MaMm 6e30NacHOCTM aBTOMAaTU3MPOBAHHbIX CUCTEM YrNpaBJiIEHUS;

NoACUCTEMDbI pa3rpaHMYeHUs [AO0CTyna, MNoOACUCTEMbl O6GHapy)XeHus arTak,
noacUcTeEMbl 3alWUTbl OT MNpeAHaMEepeHHOro BO3[EUCTBUA, KOHTPONA
Le/IOCTHOCTU UH(OpPMaLMK, NEePCNEeKTUBbl UX Pa3BUTUA U MOAEPHU3ALUMN;

MeToAbl OLleHKMU pe3yJ/ibTaTOB COCTOSIHUS CMCTEM 6e30MacHOCTU, BbiSiBJIEHUSA
KaHaJIOB YyTeukn UH(POPMALMM, KOHTPOJIS MpoLecca pe3epBUPOBaHUA W
Ay6MpPOBaHMSA KPUTUUHDbIX BbIMUCIUTENbHBIX U MHPOPMALMOHHbIX PEeCcypcoB;

nopsfnok paGOTbI C TEXHNYECKNMMm, nporpaMmMHbIMM, nporpaMmMHO-
annapaTtHbiMM cpeaACTBaMM 3alUUThbI MHCl)OpMaLIMM U KOHTpoONA, cepBuCaMm m
MexaHn3Mamm 6e3onacHocTu aBTOMAaTU3NPOBaAHHbIX CUCTEM YyNnpaBJ/iIEHUA M
ayaAnTa UxX CoOCTosiHuUA.

13/17



E?jsza [IporpamMmMHOe ofecreueHne «PermcTp MEIMUMHCKMX CIPaBOK».

PykoBOOCTBO aIMMHUCTPATOPa IO OOecledeHMO MHPOPMALMOHHOM Oe30I0aCHOCTU

3

dyHKLUMOHaNbHbIe 065A3aHHOCTH

AaMmmnHucTpaTop no obecneveHmnto 6e3o0MnacHOCTM MHGOpMaunm obssaH:

YcTaHaBnnBaTb pasrpaHnyeHune MOJIHOMOYMI MNoNb30BaTeENEN U nopaaoK AOoCTyna K
MH¢OpMaHMOHHHM pecypcawm, nopsaaokK MCnosib30BaHuA OCHOBHbIX n
BCnoMoraTtesibHbIX TEXHUYECKNX CPeEACTB N CUCTEM.

v

OnmcaHme onepauuy OO aIMMHUCTMPOBAHMIO YYETHBIX 3alMceM MNoJjb3oBareser B [0
«PerucTp MeIMLMHCKMUX CIPaBOK» NPMBEIEHO B IOKyMeHTe «PyKOBOICTBO I[IOJIb30BaTEJIA.
AIMVHUCTPRPATOP» .

MpoBOoAMTb KOHTPO/Ib BbINOAHEHUSA nMofb3oBaTensamu 10 «Perncrtp MegmuMHCKUX
cnpaBok» paboT cornacHo NepevyHr MeponpusaTuim no obecnedveHmio 6e3onacHoOCTU
MHdOpMaLUNM; BECTM Yy4YeT HeWTaTHbIX CUTyauui; uMHpopMMpoOBaTb PYKOBOACTBO W
YMOMHOMOYEHHbIX paboTHMKOB cnyx6bl 6e30nacHOCTM 06 MHUMAEHTaX M MNOMbITKax
HECaHKLMOHMPOBAHHOIrO A0CTyna K WHQOpMaunm, seMeHTaM aBTOMaTU3MPOBaHHbIX
CucTeM ynpasneHuss nNo pesynbTaTaM (OYHKUMOHWMPOBAHUA W  KOHTPOSSA CUCTEM
TEXHMYECKON 3almnTbl MHOOpMaLnK.

OcywecTBnsaTb aAMUHUCTPUPOBaAHME CeEpBUCAMM W MeXaHM3MaMu 6e30MacHOCTU
adBTOMATU3NPOBAHHbLIX CUCTEM YNpaBneHNUA, KOMNaeKCaMn U cpeacrteamMmu TEXHUYECKOM
3aWnTbl  MHGOPMALMM W  KOHTPONs; npekpawaTtb paboTbl Npu HecobnwoaeHun
YCTQHOB/EHHOM TexHonormm obpaboTkn MHMOpMaUMM U HEBLINOJHEHUUN TpeboBaHMU
MHMOPMaLMOHHON 6e30MacHOCTU; FOTOBUTb MpPeasioXeHUss Mo COBEPLUEHCTBOBAHUIO
TEXHOMOMMYECKMUX Mep 3alunTbl MHOPMaLMN.

KoHTponupoBaTb paboTbl MO YCTAaHOBKE, MoAEepHM3auuuM U npodunakTuke
annapatHbiX M MNPOrpaMMHbIX CPEACTB;  CO3[4aHUIO, YYeTy, XPaHEeHUw U
NCMONb30BaHUIO PE3EPBHbLIX N apXWMBHbLIX KOMWA MacCMBOB Jl@aHHbIX M 3/1EKTPOHHbIX
JOKYMEHTOB.

OnmcaHme omnepauuy Mno amiMuHuCTpupoBaHMio CYBI Microsoft SQL Server 2008 R2 SP2 -
10.50.4000.0 (X64)) npmuBemeHa Ha camnTe koMmInaHum Microsoft. Ampec B cetwm
NuTepHeT: http://msdn.microsoft.com/ru-ru/library/ms130214 (v=sql.105) .aspx

MpuHMMaTL y4yacTue B paboTax Mo BHECEHMIO U3MEHEHUI B MPOrpaMMHO-annapaTHyto
KOH(MUrypaumo aBTOMaTU3MPOBAHHbIX CUCTEM M KOHTPONMPOBaTb €€ COOTBETCTBUE
TpeboBaHuaM obecnevyeHns 6e30NacHOCTU MHDOpPMALMN.

BecTn yueT HocuTenein MHbOpPMaLMU, OCYLLECTBAATb MX XpaHEHUe, MpUEeEM, Bblaaudy
OTBETCTBEHHbIM UCMOJTHUTENSAM, KOHTPOIMPOBATb NPaBWUIbHOCTb UX UCMO/Ib30BaHMA.

AoMmmnHucTpaTop no obecneveHnto 6e3onacHOCTM nHopMaLmMm nMeeT Npaso:

TpeboBaTb OT nonb3oBaTenen MO «Peructp MeauMuUMHCKUX CrpaBok» cobnoaeHus
YCTaHOB/IEHHbIX TEXHONOrMn 06paboTkn MHGOPMaLMM N BbINOJIHEHUS WMHCTPYKLUUI W
APYrMX AOKYMEHTOB No obecneveHuto 6€30nacHOCTU M 3alumnTe nHdopmauum;

ObpawaTtbCcs K pykoBoaguTento ¢ TpeboBaHMeM npekpaweHns paboTbl nosib3oBaTesnen
MO «Pernctp MeaMUMHCKUX CNpaBoK» MNpuU HecoblAeHMN WMMU  YCTAHOBJIEHHbIX
TexHonormn obpaboTkn  umHbOpMaUMM  UAN  HEBLINOJIHEHMM  TpeboBaHuUM MO
obecneyeHnto MHPopMaLMOHHON 6e30MacHOCTK;

WHuuumpoBaTb npoBeaeHne cnyxebHbiX paccnefoBaHumii no dakrtaM HapyLlleHus
yCTaHOBMEHHbIX TpeboBaHu obecnedyeHmss uMHPOpMaUMOHHON  6e30nacHoCTH,
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HECAHKLMOHNUPOBAHHOIO J0CTyna, yTpaTbl, MOpYM MHGDOPMALUMM U TEXHUYECKUX

CpefacTs;
[laBaTb PYKOBOAUTENIO MPEASIOKEHMUS NO COBEPLUEHCTBOBAHWUIO MEP MH(POPMALIMOHHOWN

6e30MacHOCTM B NoApasaesieHnn;
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4 CK3UN «Kpuntollpo JSP»

4.1 Onucanue CK3U

WndposanbHble (KpunTorpaduyeckne) cpeacrtBa, WCMosb3yeMbie AJ19 aBTOpM3auum B
cuctemMe M ans cosgaHus DUIM coobuieHuin, COCTOSAT M3 MPOrpaMMHbIX MNPOAYKTOB KOMMAHWUMU
000 «KPUMTO-MPO». OduumanbHbin agpec canta Kpuntolpo: https://www.cryptopro.ru.

Kpuntolpo JCP - cpeacrtso kpuntorpadmMyeckon sawuTtbl MHpOpMaunm, peanmsytouiee
poccunckue  Kpuntorpadpuyeckme  ctaHgapTbl, pa3pabotaHHoe B COOTBETCTBMM  CO
cneundukauymen JCA (Java Cryptography Architecture).

NHTerpaumns Kpuntollpo JCP c apxuTtekTypoi Java no3BONISIET UCMONb30BaTb CTaHAAPTHbIE
npoueaypbl, TakMe Kak co3gaHue u nposepka UM (B TomM umcne XMLdsig) , wudposaHue,
reHepauuio KJo4Yen, BbluMcieHne kogoB ayTeHTudukaumm (Message Authentication Code -
MAC) B JavaTM Cryptography Extension (JCE) B cooTtBetcTBUM cO cneundunkauymamm JCE Ha
pasfiMyHbIX ONepauUMOHHbLIX CUCTEMaxX M annapaTHbIX nnaTtdopmMax.

Peanusauunsa CK3W Kpuntollpo JCP coBMectuma ¢ Kpuntollpo CSP.
TpebosaHusa k CK3U Kpuntollpo JCP:

e Bepcusa: 2.0;
e  UWcnonHeHne CK3U Kpuntollpo JCP dyHKUMOHMpPYET noa ynpaBfieHWeEM Crefyowmx
Java-mawuH:
o Java-mawwuHa npoussoacTtea Oracle «Java(TM) 2 Runtime Environment, Standard
Edition Bepcun 1.6 n Bbiwe Ha 32-6UTHOM 1 64-6UTHON nNnaTtdopme»;
o Java-mawuHa npoussoacTtea IBM «Java(TM) 2 Runtime Environment, Standard
Edition Bepcumn 1.6 n Bblwe Ha 32-6UTHON 1 64-6UTHON nNnaTdopme»

4.2 HasHauyeHue CK3U
CK3WN «KpunTtollpo JCP» npeaHasHaveH Ans:

e  aBTOpM3auuM M obecneyeHus HPUANYECKONA 3HAUYMMOCTM 3S/1EKTPOHHbLIX AOKYMEHTOB
npn obMeHe MMM MexXAy Nosb30BaTeNsiMW, MOCPeACTBOM MCMOMb30BaHMS mnpoueayp
(dhopMMpPOBaHNS N NMPOBEPKM 3NEKTPOHHOM undposon noanucu (SUIM) B cooTBETCTBUM
C oTeyecTBeHHbIMK cTaHgapTamu TOCT P 34.11-94, TOCT P 34.10-2001;

e obecneyeHns KoOHOUAEHUMANBHOCTM W KOHTPONS  LUENoCTHOCTM  mHbopMaumu
NoCpeacTBOM ee WNhpOoBaHUSA U UMUTO3aLWmMTbl, B cooTBeTcTBUM € TOCT 28147-89;

e obecneyeHnss ayTEHTUYHOCTU, KOHPUAEHUMANbHOCTM M MMWUTO3ALWMUTbI COEAMHEHWN
TLS;

®  KOHTPO/SA LUEeNOCTHOCTM CUCTEMHOIO M NMPUKIAAHOro nporpaMMHoro o6ecrneyenus (ans
€ro 3awWMuTbl OT HECAaHKUMOHWPOBAHHOIO W3MEHEHWS WAW  OT  HapyLUEHUS
NpaBUIbHOCTU DYHKLUMOHUPOBAHUS);

L4 ynpasneHna Kinaw4veBbiIMM 3/1EMEHTAMU CUCTEMbI B COOTBETCTBUU C PpPErslaMeEHTOM
CpeacTB 3alUNTbI.
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4.3

Anroputmbl CK3U

B CK3U «KpunTtollpo JCP» peanunsylTcs cneaytouwme anropuTmbi:

1)

2)

3)

4)

5)

4.4

ANroputM BblpaboTkM 3HadeHUs X3W-DYHKUMM peanm3oBaH B COOTBETCTBUMU C
TpeboBaHmsaMu TOCT P 34.11 94 «MHdopMaumoHHaa TexHonornsa. Kpuntorpadguuec-
Kasa 3awmta nHdbopmMaumm. GyHKUMSA XILWMPOBAHUS».

AnroputMbl ¢dopMmpoBaHma n npoBepku DLUIM peannsoBaHbl B COOTBETCTBUMM C
TpeboBanusamm FOCT P 34.10-2001 «NHdopMaumoHHas TexHonormsa. Kpuntorpadu-
yeckas 3awmuTta uHdopmaumn. MNpoueccbl GOpMUPOBAHUS U MPOBEPKUN SNEKTPOHHOM
UMD pPOBOM NOANMUCU».

AnroputMm 3awmndpoBaHusa / pacwmndpoBaHus AaHHbIX U BblYMC/IEHNE MMUTOBCTABKMU
peann3oBaHbl B COOTBETCTBUM C TpeboBaHuammn NOCT 28147 89 «Cucrtembl 06paboT-
K1 nHdbopMaumun. 3almTta Kpuntorpaduyeckas».

Mpn reHepauum 3aKpbITbiIX W OTKPbITbIX KAOYen obecrniedeHa BO3MOXHOCTb
reHepaumu c pasnmMyHbiMKM napameTpamn B cootsetcTeum ¢ FOCT P 34.10-2001.

Mpw BbipaboTke 3HaYEHUSA X3W-DYHKUMN U WndpoBaHMn obecneyeHa BO3MOXHOCTb
MCNO/b30BaHUA pasfMuHbIX Y3710B 3aMeHbl B cooTBeTcTBuMM € TOCT P 34.11-94 n
FOCT 28147-89.

AokyMeHTaums

Hwxe npeacraBneHbl CCbIIKM HA AOKYMEHTbl, NpeAHa3HayeHHblie AN aAMUHUCTPUPOBAHUS
CK3WN «KpunTtollpo JSP»:

OnuncaHve ocCHOBHOW dYyHKUMOHaNbHOCTKU Kpuntonposanaepa Kpuntollpo JCP un
npuMepbl ero MCnonb3oBaHusa (OCHOBHOM knacc nposanaepa ru.CryptoPro.JCP.JCP) -
PykoBoacTBO nporpaMMucTa. XKTAAN.00088-01 33 01 (BokyMeHT
progguide.html u3 guctpubyrtmea Kpuntollpo JCP).

Obuwee onucanme CK3U Kpuntollpo JCP 2.0, ero cocraB, K/jw4yeBas cuctema,
pekoMeHJaumMm no pasMeleHU TexXHUYEeCKUX cpeacrts, wucrnonesyrwowux CK3U,
pekoMeHgauunm no npoBepkKe LeNoCcTHOCTM ycTtaHosnieHHoro [10 CK3W, no
ucnonb3oBaHnio CK3W B pas/iMyHbIX aBTOMaTU3MPOBAHHbLIX CUCTEMax W CpencrBax
BbIMNCNUTENIBHON TEXHUKM — PYKOBOACTBO aAMMHUCTpatopa 6e3onacHocCTw.
XKTSAN.00088-01 90 01 (fOKYMEHT admin.html n3 guctpmbytuea Kpuntollpo JCP).

Oblee onucaHmne cpeactBa Kpuntorpaguyeckon 3awwmnTtbl MHPopmauum Kpuntollpo m
pekoMeHpaumn Mo ucnonb3oBaHMioo CK3M B pasnmyHbiX aBTOMaTU3MPOBAHHbIX
cucrtemax:

https://www.cryptopro.ru/sites/default/files/docs/csp36r3/admin guide ge

neral r3.pdf.

MHCTpYKUMM MO YCTAHOBKE, HacTpolke u akcnnyataunm CK3W noa ynpaeneHnem OC

Windows:

o https://www.cryptopro.ru/sites/default/files/docs/csp36r3/instructio
n csp r3.pdf (OCHOBHas WHCTPyKUMSA);

o https://www.cryptopro.ru/sites/default/files/docs/csp36r3/admin guid
e windows r3.pdf (AONOAHUTENbHAA UHCTPYKLMUS).
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